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LEARNING THE BASICS OF INTERNET PROTOCOL

BRIEF HISTORY OF IP: ARPANET

The United States Government commissioned the creation of an organization called the "Advanced
Research Projects Agency" or ARPA for short. Work began on researching a decentralized system
that would be robust enough to survive and function even if most of the network were destroyed.

Paul Baran of Rand Corporation first conceived the idea for a distributed packet switching
network, built on the premise that communication on the network would be unreliable. The
network was designed to be able to operate after a nuclear attack had wiped out large portions of
the network. After tons of statistical analysis, Paul figured out that by breaking messages up into
pieces and sending them via various redundant paths to the destination, messages would be
difficult to destroy and hard to intercept. A system with no centralized control point would be
difficult to target, let alone destroy. Even if some of the data were to be destroyed, as well as some
of the communications points, the message would still get through, and the network would
continue to function even when crippled.

After Paul Baran presented his findings, a testbed network was set up. The first machines
connected to this experimental communications system (without packet switches between) were a
TX-2 located at MIT and an AN/FSQ-32 at System Development Corporation in Santa Monica, CA;
and a DEC computer at ARPA. The devices were attached to 1200bps connections (circa 1965).
This formed the first 'Experimental Network'.

The government awarded a Packet Switch contract to build Interface Message Processors (IMP) to
Bolt Beranik and Newman (BBN) in 1968. BBN chose Honeywell DDP-516's with 12K memory as
the connection and interface device. The Interface Message Processor (IMP) devices they built
were placed on each of the four designated research sites. These sites were colleges who had won
research grants from the US government. UCLA, Stanford, UCSB and University of Utah were the
first Universities to interconnect their supercomputers (hosts) via the new ARPAnet IMP's. BBN
purchased AT&T 50Kbps dedicated lines for the connections between sites.

BRIEF HISTORY OF IP:DARPANET

As the network was deployed and more government and research institutions were connected to
it, the Defense Department took over the project ARPA. The Defense Department administrated
the network for several years, and so, the name was changed to DARPAnet (Defense Advanced
Research Projects Network) in the early to mid 70's.

The DARPAnet eventually expanded beyond the Defense Department's willingness to sponsor it.
More than half the connected sites were Universities receiving government funding, however the
networks were in use by more than just the researchers. Around 1971, Ray Tomlinson, originally
of BBN, wrote an application to send electronic mail back and forth and later modified it to use the
@ symbol (user@host).

It wasn't long before 75% of the traffic on the network was private and personal e-mail. Many of
the Defense Department connections were thus dismantled, and the network was handed over to
the National Science Foundation (NSF).
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TCP/IP WAS BORN

Early on in the 1980's, the Network Control Protocol (NCP) was used to move packets over the
ARPANET. This protocol was eventually was split into two protocols to isolate functions in
separate pieces of software, thus simplifying future software development efforts. The first of the
two new protocols was to handle addressing (IP), the second was to ride over it and was designed
to handle transport and make it reliable (TCP). Thus was born TCP over IP (TCP/IP).

TCP/IP LAYERING

i

i

i User Process - Tser Process - Tser Process - User Process
! -~ -~ -—

i

- - > B
v

_________________________________________________________________________

Data Link

Figure 1 - TCP/IP Layering

TCP and UDP are the two predominant transport layer protocols. Both use the IP as their network
layer. Every piece of TCP and UDP data that gets transferred around the Internet goes through the
IP layer at both end systems and at every intermediate router.

IP LAYER FEATURES

The following are some of the features that the IP layer provides:
Connectionless service

IP addressing

Data Forwarding

Fragmentation and reassembly of packets
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Best-effort delivery: Delay, out-of-order, corruption, and packet loss are possible. Higher layers
should handle this.

IP provides the frame work to encapsulate other protocols like TCP, UDP etc, as shown in figure 1.

IP VERSIONS AND VERSION NUMBERS

IP was created when its function was split from an earlier version of TCP, which combined both

TCP and IP functions. TCP evolved through three earlier versions, and was split into TCP and IP
for version 4. Confusion arises when most think that there were earlier versions of IP i.e. 1, 2 and
3. However, IP version 4 which was the fist version!

Given that it was originally designed for an internetwork a tiny fraction of the size of our current
Internet, IPv4 has proven itself remarkably capable. Various additions and changes have been
made over time to how IP is used, especially with respect to addressing, but the core protocol is
basically what it was in the early 1980s.

IP version 4 is abbreviated IPv4. Unless otherwise qualified, it's safe to assume that “IP” means “IP
version 4’—at least for the next few years! Or is it?

Despite how well IPv4 has served us, it was recognized that for various reasons a new version of IP
would eventually be required. Due to the difficulties associated with making such an important
change, development of this new version of IP has actually been underway since the mid-1990s.
This new version of IP is formally called Internet Protocol version 6 (IPv6) and also sometimes
referred to as IP Next Generation or IPng.

A natural question at this point of course is: what happened to version 5 of IP? The answer is: it
doesn't exist. While this may seem confusing, version 5 was in fact intentionally skipped to avoid
confusion, or at least to rectify it. The problem with version 5 relates to an experimental TCP/IP
protocol called the Internet Stream Protocol, Version 2, originally defined in RFC 1190. This
protocol was originally seen by some as being a peer of IP at the Internet Layer in the TCP/IP
architecture, and in its standard, these packets were assigned IP version 5 to differentiate them
from “normal” IP packets (version 4). This protocol apparently never went anywhere, but to be
absolutely sure that there would be no confusion, version 5 was skipped over in favor of version 6.
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IPv4 PACKET FORMAT
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16

32

Vers|H Len

TOS Total Length

ldentification

Time to live

IFIaqgl Fragmem Offset

Protocol Header Checksum

Source [P Address

Destination |IP Address

IP Options (if any) | Padding

Data

i

Field
Version
Header Length
TOS
Total Length
Identification

Flags
Fragment Offset

Time to live

Protocol

Header Checksum

Source IP Address
Destination IP Address
IP Options

Padding
Data

Figure 2 - Format of an IPv4 packet

Explanation

Version of IP currently used |.e. 4

Datagram Header Length

Assigns various levels of importance to the datagram e.qg. priority

Length of packet (including data and header). Max size = 2'° = 65,535

If packet size > MTU of data link it is fragmented. The router marks

each packet with an identified field

This field indicates whether the datagram can be fragmented or not
Because fragments may not arrive in the correct order, this field allows
the fragments to be reassembled in the right order

As packets are passed from router to router, each router decrements this
field. If the field value reaches zero, the packet is discarded and error
message sent to the source. This keeps packets from looping endlessly.
Indicates which upper layer protocol of the OSI model receives the packet
after the IP processing of the packet is complete. Examples of the upper layer
protcols are - TCP, UDP, ICMP, OSPF, GRE etc

Helps ensure IP header integrity only and not on the encapsulated

data (that is done by TCP)

IP address of the source node

IP address of the destination node

It is of variable length. It allows IP to support various options, such as, security,
timestamps, route record, loose source routing, etc

Extra zero's added to end the field to fill up the 32 bit boundary

Contains upper layer information

Figure 3 - Field description of 1Pv4 packet

Size (bits)

4

16
16

16

32
32
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‘WHAT IS AN IP ADDRESS?

Humans work with names. Computers work with numbers. To identify a specific logical
connection to a network, a unique number called an ‘IP address” is assigned to the network
interface of a host. When the IP address is assigned by the network administrator manually, this is
called a “fixed " or ’static” IP address. When the network software assigns the IP address on
bootstrap, it's called a "dynamic” IP.

IPv4 ADDRESS FORMAT

An IP v4 address is a 32-bit binary number, composed of four, 8-bit numbers and is used to
identify the logical connection of a host to a physical network. IP v4 addresses are represented as
four decimal numbers between 0 and 255 separated by dots; (eg. 172.16.1.1). This is referred to as
dotted-decimal notation. Any host attached to an IP network can be assigned an IP address. IP
addresses are always unique to each host. Because IP addresses are software configured, it is easy to
move hosts from one network to another simply by changing the IP address or the network mask.
This process is called renumbering

IPv4 MASK

The mask is a value that is stored in the configuration of a computer along with the IP v4 address.
The mask gives the computer a simple way to figure out whether the IP address of another
computer is on the same local network, or on a different local network.

IPv4 ADDRESSING
‘When looking at an IPv4 address, the left-most portion of the address identifies which network
the machine (host) belongs to. The right-most portion is used as the address of the host itself.

All hosts on the same network will have the same network address (the network portion will be
the same for all hosts). Only the host portion will be different and unique for each host on the
network.

CLASSFULL V CLASSLESS
To find a particular host, you first find the network that host is on, then ask that network to find
the host. There are two main ways to find a host:

Classless Addressing treats the IPv4 address as a 32 bit stream of ones and zeroes, where the
boundary between network and host portions can fall anywhere between bit 0 and bit 31.

Classfull Addressing divides the entire IP address space (0.0.0.0 to 255.255.255.255) into 'classes’,
or special ranges of contiguous IPv4 addresses. Classfull addressing makes it posible to determine
the network portion of the IP address by looking at the first four bits of the first octet in the
address. These first sets of four bits are referred to as the 'most significant bits' of the first octet.
The value of the first four bits determines the range of actual numerical values of the first octet of
the IP addresses in that Network class. From this information, a receiving host can determine
which part of the IP address is network, and which is host.
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There are 4 main IPv4 classes:

7 24

Class A 0| Network ID Host ID
14 16
Class B 1|0 Network ID Host ID
21 3
Class C 111|0 Network D Host ID
28

Class D 1]1]1]0 Multicast Address

Figure 4 - IPv4 Class Boundaries

VARIABLE LENGTH SUBNET MASK (VLSM)

The Internet’s explosive growth eventually required the more efficient use of the IP address space.
A technique was developed to carve the Classfull address blocks into smaller blocks, to conserve
and waste fewer addresses. This processes of carving out smaller blocks from larger blocks is
known as Subnetting. VLSM is often referred to as subnetting.

Many organization's networks started very small blocks and were assigned class C addresses. A
class C address range contains 256 addresses. Soon, these organizations grew and so did their
networks. Networks that needed to expand beyond their original class C range used a technique
called Supernetting to allow them to turn two contiguous IP address blocks into one network.

IPv4 ADDRESS ALLOCATION

The IPv4 address pool consists of a maximum of 232 addresses or approximately 4.5 billion
addresses. The pool of IP addresses is managed by the Internet Assigned Numbers Authority
(IANA) http://www.iana.org/assignments/ipv4-address-space. The IANA assigned blocks of Class A
i.e. /8 addresses to Regional Internet Registries (RIRs) e.g. ARIN, who in turn allocate smaller
blocks to local Internet Service Providers (ISPs) e.g. AT&T, UUnet etc.

There are a possible 256 Class A addresses available. Of these:

221 /8 - Class A’s are allocated to RIRs i.e. total of 3.7 billion possible addresses.
16 /8 — Class A’s are reserved for multicast addresses

16 /8 — Class A’s are reserved for future use

3 /8 — Class A’s are not use for Internet use.
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LIMITATIONS OF IPv4

Of the 221 /8 Class A’s possible allocated addresses, 130 /8 Class A blocks have actually been
allocated, 89 /8 Class A’s blocks are still unallocated and remaining 2 /8 Class A blocks reserved for
other use.

With the explosion of the Internet since 1995, it is being predicted that the remaining 89 /8 Class
A blocks will be fully exhausted by August 2018. This is shown by Figure 5

Figure 5 - Growth of 1Pv4 Address usage

To get the latest projection analysis visit - http://bgp.potaroo.net/ipv4/. If all the possible 256 /8
Class A’s were allocated to the internet, it is predicted that the complete IPv4 address pool would
be completely exhausted by April 2040.

Internet has been the main reason for the explosion of addresses since 1985. However, mobile
phones, PDA, home area networks and IP telephony services have expedited the problem.

Figure 6 - Growth in devices requiring an IP address

The IETF first recognized the problem of eventual IPv4 address exhaustion around the 1990s and
tried to solve the problem using a number of techniques:

Network Address Translation
Classless Inter Domain Routing (CIDR)
DHCP
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These techniques appear to increase the size of the IPv4 address pool, however, they fail to meet
the requirements of many peer-to-peer and server-to-client applications.

‘WHY HAS NAT NOT SOLVED THE ADDRESS ALLOCATION PROBLEM?

NAT is used to translate IANA allocated address to private address space, described by RFC 1918.
NAT only delays the exhaustion of the IPv4 address pool and does not solve the problem. Some of
the common problems associated with NAT are:

NAT breaks security

NAT requires a state table to be kept of the translation. If the device performing the NAT fails,
state connections are lost and routing problems occur.

Not all applications are “NAT friendly”.

When companies are merging and they have the same internal address space, “double NAT’ing”
can cause communication problems between the companies.
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IPv6 HISTORY

HISTORY OF IPV6
The following shows a brief timeline of the development of IPv6 RFCs:

Reference
Appendix A

IPv6 FORUMS
The following lists some of the important IPv6 forums that can be visited to learn more about the
protocol:
e [Pv6 Forum - http://www.ipv6forum.com/
e 6Bone - http://www.6bone.net/
e  (Cisco IPv6 - http://www.cisco.com/warp/public/732/Tech/ipv6/
e  Microsoft IPv6 Overview -
http://www.microsoft.com/downloads/details.aspx?Familyld=27B1E6A6-BBDD-43C9-
AF57-DAE19795A088&displaylang=en

IPV6 STANDARDS
There are various IPv6 standards and these are listed in Appendix A.

17
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IPv6 HEADER FORMAT

IPV6 ARCHITECTURE
As you can see from Figure 7, the architecture of IPv6 is very similar to that of IPv4. The only
difference is that the Internet layer which used version 4, has now been replaced by version 6.

051 Model
Layers

Application
Layver

TELNET FTP SNMP DNS SMTP

Presentation
Layer

Sess|on
Laver

Transpart Tcp UDP
Layer

Metwaork MDD ML

Layer IPvE ICMPYG

Data-Link
Layer

Fhysical Token Frame
Layer Ethernet Ring Relay ATM

Figure 7 - IPv6 Architecture
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COMPARISON OF [Pv4 AND IPV6 HEADER

Figure 8 shows the main comparisons between an IPv4 header and an IPv6 header:

IPv4 Header

IPv6 Header

HEADER TYPE OF
VERSION LENGTH SERVICE TOTAL LENGTH

VERSION

FRAGMENT
TIME TO LIVE PROTOCOL HEADER CHECKSUM

SOURCE ADDRESS

DESTINATION ADDRESS

NEXT

PAYLOAD LENGTH HEADER

HOP LIMIT

SOURCE ADDRESS

DESTINATION ADDRESS

BECONRDO

Fields kept the same in IPv4 and IPv6

Fields NOT kept the same in IPv4 and IPv6
Name and position changed in IPv6

New Field in IPv6

Figure 8 - IPv4 to IPv6 packet header comparison




20

NLI's CCIE IPv6 LAB GUIDE

IPV6 PACKET FORMAT
Version Class Flow Label
Pavioad Lenath Next Header I Hop Limit
— Source Address =
— - 40
bytes
= Destination Address =
32 bits

Figure 9 - IPv6 packet format

Field Length Description

Version 4 bits This indicates version 6

Class 8 bits Similar to IPv4, indicates traffic “class” or priority, so
that packets can be forwarded at different priorities to
ensure QOS

Flow Label 20 bits Packets that belong to a specific traffic class, are labeled
to identify to which “flow” they belong to. A flow is
based on 5 fields: source / destination address, source /
destination port and protocol type

Payload Length 16 bits Length of the remainder of the packet, including
extension header

Next Header 8 bits Identifies the type of header following the packet
header.

Hop Limit 8 bits Number of hops the packet can travel, before it gets
discarded

Source Address 128 bits Sender’s IPv6 address

Destination Address 128 bits Destination’s IPv6 address

Figure 10 - Field description of IPv6 packet
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EXTENSION HEADERS

Following the IPv6 packet header, there can be more than one header. These additional headers
are called Extension Headers. Each header is 8 octets long. Only the destination node must
evaluate and process all the headers.

Each header contains a field called Next Header. This field helps continuity to identify the next
header if there is one. If this field contains a value of “59”, this indicates that there are no

subsequent headers.

Figure 11 shows the structure of an IPv6 packet containing extension headers:

IPv6 |Hop-by-Hop| Desti- | Routing | Fragment | Authenti- Encap- Desti- TCP
header | Optlons | nation | header | header cation sulating nation header
Next header |Options | Next Next header Security Options and
header: Mext header | header: header: Mext Payload header(2) data

Hop-by-| header: Next |Fragment | Authenti- | header: header Next
Hop Desti- header:; cation Encap- MNext header:
Options nation Routing sulating header: ce
Options Security | Destination
Payload Options

Figure 11 - IPv6 Packet Extension Header

Packets can include none, some or all of the extension headers. The extension headers are always
implemented in the order shown. Each extension header should not occur more than once in a
packet.

These extension headers contain information, such as:

Hop-by-Hop Header - The next hop on the path specified by the sender. Each node along the
delivery path must examine this header.

Destination Option Header — This is almost identical to the Hop-by-Hop header, except that it is
only examined by the destination node. This header appears twice. When it appears last, it is only
examined by the destination node, otherwise it is examined by each node defined in the routing
header.

Routing Information Header — lists one or more IPv6 nodes to be “visited” on the way to the
packet destination. The IPv6 header contains the first node to be visited, and the Routing header
contains the list of the remaining nodes, including the final destination.

Fragmented Header - Whether the packet has been formatted. Only the source node can fragment
a packet and the packet sent are no more than the paths MTU. IPv6 requires a minimum link of
1280 octets and if a link has an smaller MTU then it must provide link fragmentation and assembly
below the IPv6 layer.

Authentication Header — provides data origin authentication and connectionless integrity and is
used in conjunction with the ESP header.
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Encapsulation Security Payload (ESP) header — provides encryption security and confidentiality.
ESP encrypts the data to be protected and places it in the Data portion of the ESP header. There
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are two encryption modes — Tunnel and Transport mode. In Tunnel mode, the ESP header

encrypts the entire IPv6 packet and places it in the encrypted field. In Transport mode, the ESP
encrypts transport layer and above (i.e. TCP, UDP, ICMP), and places the encrypted data in the

encrypted field.

TCP Header — Defines TCP options.

The following figures show three example of how header options could be stacked up:

IPv6 Header
MNext Header
= TCP

IPvi6 Header
MNext Header
= Routing

IPvb Header
Mext Header
= Routing

TCF Header
+ Data

Routing Headex TCP Header
MNext Header = TCP + Data

Routing Headex

MNext Header =
Frasment Next Header = TCP + Data

Fragmeniof

Fragment Header TCP Header

Figure 12 - Examples of IPv6 Packet Extension Headers
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IPv6 ADDRESSING ARCHITECTURE

IPv6 ADDRESS POOL

IPV6 uses a 128 (binary - 2!28) bit addressing format. If we presume the current population of earth
is 10 billion, then each person on earth could possibly have - 3.4 * 10% addresses for themselves.
No more IP addressing issues©.

IPv6 TEXT REPRESENTATIONS
There are three different possible text representations of an IPv6 address:

«

x” is a hexadecimal value, therefore, each x
is 16 bits long. To represent 16 bits using hexadecimal, it is broken down into four sets of

1. Preferred format — x:x:x:x:x:%:X:X, where each

hex digits. The values are not case sensitive.

1 2 3 4 5 6 7 8
16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits
Figure 13 - IPv6 Preferred Format addressing architecture
An example is:
1 2 3 4 5 6 7 8
FEDC: | BA98: | 7654: | 3210: | FEDC: | BA98: | 7654: | 3210
16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits

2. Multiple Zeros - IT MAY BE COMMON FOR SOME ADDRESSES TO CONTAIN LONG
STRINGS OF ZERO BITS. IN ORDER TO MAKE WRITING SUCH ADDRESSES EASIER, IT IS
POSSIBLE TO COMPRESS THE ZEROS, BY USING “:: “ TO REPRESENT MULTIPLE 16 BITS OF
ZEROS. HOWEVER, THE “::” CAN ONLY APPEAR ONCE IN AN IPV6 ADDRESS. THE “:.”
CAN ALSO BE USED TO COMPRESS LEADING OR TRAILING ZEROS IN AN IPV6 ADDRESS.

For example the following addresses:

Address Type IPv6 address Compressed format
Unicast address 1080:0:0:0:8:800:200C:417A 1080::8:800:200C:417A
Multicast address FF01:0:0:0:0:0:0:101 FF01::101
Loopback address 0:0:0:0:0:0:0:1 il
Unspecified address 0:0:0:0:0:0:0:0
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3. IPv4 to IPv6 representation — In a mixed environment of IPv4 and IPv6 nodes, an
alternative format can be used: x:x:x:x:d:d:d:d, where “x” represents the hexadecimal fields
of an IPv6 address and he “d” represents the IPv4 address

1 2 3 4 5 6 7 8
X: X: X: X: d: d: d: d
16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits 16 bits

Figure 14 - IPv4 to IPv6 address representation

For example:

IPv6 format
0:0:0:0:0:0:13.1.68.3
0:0:0:0:0:FFFF:129.144.52.38

Compressed format
::13.1.68.3
:FFFF:129.144.52.38

TEXT REPRESENTATION OF ADDRESS PREFIXES
The text representation of an IPv6 address prefix is similar to that of an IPv4 prefix. It is written as:

IPv6 address / prefix-length

The “/ prefix-length” is a decimal value that indicates the number of contiguous bits that comprise
the prefix.

For example, the correct representation of the node address 12AB:0:0:CD30:123:4567:89AB:CDEF
and it’s prefix length /60 is - 12AB:0:0:CD30:123:4567:89AB:CDEF /60.

ILLEGAL IPV6 PREFIX LENGTH REPRESENTATIONS

The following shows example of illegal representations of the node address
12AB:0:0:CD30:123:4567:89AB:CDEF /60.

Legal format
12AB:0000:0000:CD30:0000:0000:0000:0000/60
12AB::CD30:0:0:0:0/60
12AB:0:0:CD30::/60

Figure 15 - IPv6 legal address format
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Mlegal format

Reason

12AB:0:0:CD3/60

You may drop leading zeros, but not trailing zeros,
within any 16-bit chunk of the address

12AB::CD30/60

address to left of "/" expands
12AB:0000:0000:0000:0000:000:0000:CD30

12AB::CD3/60

address to left of /" expands to
12AB:0000:0000:0000:0000:000:0000:0CD3

Figure 16 - IPv6 illegal address format
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