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Introduction

This book is targeted toward the potential Cisco CCIE Voice candidates preparing for
the new CCIE Voice Exam based upon Cisco Unified Communications Manager 7.0,
Unity Connection 7.0, Cisco Unified Presence Server and Cisco Unified Contact Center
Express. The written guide is more than just a guide to assist you in passing the
written exam (350-030), but to assist you with your career as well. This guide can
also be used as a reference guide for it contains a combination of notes, white

papers and Cisco technical tutorial as well classroom material from CCBOOTCAMP.

This guide also provides some sample questions that are not directly related to
actual questions you will see on the exam but questions that will help you
understand the topics and concepts within each chapter. These questions serve as a
guide and will help you build confidence as you prepare for the CCIE Voice Written
Exam. Some of the concepts are complex and this guide will help you understand
these concepts as you prepare for the written exam as well as the CCIE Voice Lab

exam.

I also recommend you read the CUCM SRND guide found on www.cisco.com/go/srnd

and additional material found on Cisco Learning Network for CCIE candidate:

https://learningnetwork.cisco.com/community/certifications/ccie voice

This is your first step in a long journey to becoming a CCIE. This journey is not an
easy one but it is one that you will enjoy once you succeed. Once you obtain your
CCIE you will be recognized as one of the elites in the industry, for you have

demonstrated your knowledge and capability to perform complex concepts. Good

luck in your journey and remember to enjoy it.

Daryl P. Smith, September 2010
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Chapter 1 Infrastructure Protocols
DNS

DNS within Cisco Unified Communications Manager clusters has some advantages and
disadvantages. DNS is used to for name resolution and it allows CUCM services and
applications to reference the server/system by name instead of by IP address.

Cisco Unified Communications Manager can use either IP addresses or host names to refer
to other devices such as server or application settings within the cluster. When host names
are used, the CUCM server must be able to resolve the names. Therefore; a DNS server is

required within the environment.

Using DNS with CUCM Advantages

In the case of using DNS, management is simplified because logical nhames are simpler to
handle then 32-bit addresses. IF IP addresses change, there is no need to modify the
application settings, because they can still use the same names; only the DNS server
configuration needs to be modified in this case. IP addresses of CUCM server can be
translated by NAT toward IP Phones, because the IP phone configuration files do not include
the original server IP address. When the DNS requests are sent out by IP Phones, the use of
NAT for the server IP addresses is no problem, for the phones are using a hostname and not
the IP address.

IP Address advantages

The system doesn’t depend on DNS for name resolution. A device (IP Phone) can initiate a
request directly to the target and the time required for an established connection is
reduced. By eliminating the need for DNS, there are no errors caused by DNS
misconfiguration. Troubleshooting is simplified because there is no need to verify proper

name resolution.

Best Practice recommendation is not use DNS with Cisco Unified Communications Manager.
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If DNS is used within the environment, there are some components that will require DNS
and rely on the availability of the DNS server or servers.

IP Phones will require DNS for signaling when CUCM servers are configured by names. The
configured CUCM server is part of the configuration file of the IP Phone. Therefore an IP
Phone needs to be able to resolve the name of the CUCM server or servers to an IP address
when CUCM server is specified by name. By default CUCM servers are added to the
configuration database by their name. IP Phones also need to be capable of resolving names
of IP Addresses when IP Phone service URLs use names instead of IP addresses. This
applies to service accessed from the services button at the phone, and to services that are

accessed by phone buttons configured with service URLs.

SIP Trunks, SIP Gateways, H.323 Gateways and H.323 Trunks can be configured to use
Host Names as well as SIP route patterns and SNMP and other network management

Servers.

Cisco Unified Communications Manager servers never use DNS for intracluster
communications; Cisco Unified Communications Manager servers always use IP addresses,

regardless of whether host names are configured for the servers.

Cisco TFTP
The Cisco TFTP service builds and serves files that are consistent with the Trivial File
Transfer Protocol (TFTP). Cisco TFTP builds configuration files and serves embedded
component executables, ringer files, and device configuration files. A configuration file
contains a prioritized list of Cisco Unified Communications Managers for a device (phones
that are running SCCP and phones that are running SIP and gateways), the TCP ports on
which the device connects to those Cisco Unified Communications Managers, and an
executable load identifier. Configuration files for selected devices contain locale information
and URLs for the phone buttons: messages, directories, services, and information.
Configuration files for gateways contain all their configuration information. You can find
configuration files in a .cnf, a .cnf.xml, or an .xml format, depending on the device type and
your TFTP service parameter settings. When you set the BuildCNFType service parameter to
29
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Build All, the TFTP server builds both .cnf.xml and .cnf format configuration files for all
devices. When you set this service parameter to Build None, the TFTP server builds

only .cnf.xml files for all devices. When this parameter is set to Build Selective, which is the
default value, the TFTP server builds .cnf.xml files for all devices and, in addition, builds .cnf

files only for a select list of device types.

TFTP Process Overview for SCCP Devices

The TFTP server can handle simultaneous requests for configuration files. The request
process is as follows: When a device boots, it queries a DHCP server for its network
configuration information. The DHCP server responds with an IP address for the device, a
subnet mask, a default gateway, a Domain Name System (DNS) server address, and a TFTP
server name or address. Cisco Unified IP Phone 796X, for example, supports up to two
TFTP servers. If the primary TFTP server is not reached, such devices attempt to reach the
fallback TFTP server. The device requests a configuration file from the TFTP server. The
TFTP server searches three internal caches, the disk, and then alternate Cisco file servers (if
specified) for the configuration file. If the TFTP server finds the configuration file, it sends it
to the device. If the configuration file provides Cisco Unified Communications Manager
names, the device resolves the name by using DNS and opens a connection to the Cisco
Unified Communications Manager. If the device does not receive an IP address or name, it
uses the TFTP server name or IP address for setting up its registration connection.

If the TFTP server cannot find the configuration file, it sends a message to the device.

"file not found"

Devices that are requesting a configuration file while the TFTP server is rebuilding
configuration files or while processing the maximum number of requests, receive a message
from the TFTP server, which causes the device to request the configuration file later. The
Maximum Serving Count service parameter, which can be configured, specifies 200 as the

maximum number of requests.
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TFTP Process Overview for Cisco Unified IP Phones Using SIP

Unlike phones that are running SCCP, phones that are running SIP get all their
configurations from the TFTP server. From initial startup, the phone that is running SIP
contacts the configured TFTP server (either manually configured or configured through the
DHCP server) to get the configuration files; it then registers itself to its configured Cisco

Unified Communications Manager.

When the configuration of the phone that is running SIP gets changed, the Cisco Unified
Communications Manager database notifies the TFTP server to rebuild all the configuration
files or to rebuild selectively. The TFTP server retrieves information from the Cisco Unified
Communications Manager database and converts it into the proper output format, according
to the device type, and saves the output in TFTP cache. When the TFTP server gets a
request, it searches either the cache or Alternate File Server locations disk to serve the

requested configuration file or default files.

The TFTP support for phones that are running SIP builds and serves different formats of SIP
configuration files from the Cisco Unified Communications Manager database for the
following Cisco Unified IP Phones:
e Cisco Unified IP Phone 7970/71, 7961, 7941, 7911 (These phones share the same
SIP configuration file format).
e Cisco Unified IP Phone 7960, 7940 (These phones share the same SIP configuration
file format).
e Cisco Unified IP Phone 7905, 7912
e SIP dial plans on the preceding phones

e Softkey templates on the preceding phones

The TFTP server generates the following files from the Cisco Unified Communications
Manager database for configuration of phones that are running SIP:

e System wide default configuration files and per-device configuration files.
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e List of system wide dial plans for Cisco Unified IP Phones 7970/71, 7960/61,
7940/41, and 7911.

e List of system wide softkey template files.

The system derives filenames from the MAC Address and Description fields in the Phone
Configuration window of Cisco Unified Communications Manager Administration and the
device name field in the Cisco Unified Communications Manager database. The MAC address

uniquely identifies the phone.

Understanding How Devices Use DHCP and Cisco TFTP

Cisco SCCP IP Phone Startup Process

DHCP Unified CM Cisco TFTP
: 5

Cisco IP phone obtains power from the switch

Cisco IP phone loads locally stored image

Switch provides VLAN information to Cisco IP phone using Cisco Discovery Protocol
Phone sends DHCP request; receives IP information and TFTP server address

Cisco IP phone gets configuration from TFTP server

ok wne

Cisco IP phone registers with Cisco Unified Communications Manager server, Unified

CM sends softkey template to SCCP phone using SCCP messages.
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Cisco telephony devices require IP addresses that are assigned manually or by using DHCP.
Devices also require access to a TFTP server that contains device loads and device

configuration files.

Obtaining an IP Address

If DHCP is enabled on a device, DHCP automatically assigns IP addresses to the device

when you connect it to the network. The DHCP server directs the device to a TFTP server (or
to a second TFTP server, if available for the device). For example, you can connect multiple
Cisco Unified IP Phones anywhere on the IP network, and DHCP automatically assigns IP
addresses to them and provides them with the path to the appropriate TFTP server.

If DHCP is not enabled on a device, you must assign it an IP address and configure the TFTP

server locally on the device.

The default DHCP setting varies depending on the device:
e Cisco Unified IP Phones stay DHCP-enabled by default. If you are not using DHCP,
you need to disable DHCP on the phone and manually assign it an IP address.
¢ DHCP always remains enabled for Cisco Access Analog and Cisco Access Digital

Gateways.

Requesting the Configuration File

After a device obtains an IP address (through DHCP or manual assignment), it requests a
configuration file from the TFTP server. If a device has been manually added into the Cisco
Unified Communications Manager database, the device accesses a configuration file that
corresponds to its device name. If a phone is not manually configured and auto-registration
is enabled, the phone requests a default configuration file from the TFTP server and starts
the auto-registration procedure with Cisco Unified Communications Manager. If a phone
has an XML-compatible load, it requests a .cnf.xml format configuration file; otherwise, it

requests a .cnf file.
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Cisco SIP Phone Startup Process

Cisco Unified Communications

Cisco TFTP Eanager

Cisco SIP phone

1. CTL File (If present)

2. SEP<mac=>.cnf.xml

3. XMLDefault.cnf.xml

4. Loads File

e
TTTT@

5. Dial rules (Optional)

] 6. Establish Connection —
—{ 7a. Reg]isier |—>
.—‘ 7b. 2oc]n OK |7
4—{ 8. Localization Files '—
4—{ 9. Softkeys (Type-B Only) |—
<—{ 10. Custom Ringers '7

Contacting Cisco Unified Communications Manager

After obtaining the configuration file from the TFTP server, a device attempts to make a TCP
connection to the highest priority Cisco Unified Communications Manager in the list that is
specified in the configuration file. If the device was manually added to the database, Cisco
Unified Communications Manager identifies the device. If auto-registration is enabled in
Cisco Unified Communications Manager, phones that were not manually added to the
database, attempt to auto-register in the Cisco Unified Communications Manager database.
Cisco Unified Communications Manager informs devices that are using .cnf format
configuration files of their load ID. Devices that are using .xml format configuration files
receive the load ID in the configuration file. If the device load ID differs from the load ID
that is currently executing on the device, the device requests the load that is associated
with the new load ID from the TFTP server and resets itself. A phone gets the Ring Tones
list after it performs its booting process, when the user wants to modify the Default Phone

Ring setting, and when the user loads new ring tones.
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NTP

Date and Time are important for devices within a Cisco Unified Communications Cluster and
all of the applications servers used as well; Cisco Unity Connection, Cisco Unified Presence,
etc. Network devices as well as servers may require time synchronization and replication of

data within a database cluster to have specific time stamps.

Network Time Protocol (NTP) is a protocol for synchronizing the clocks of systems within an
IP network. NTP has a hierarchical organization using clock strata. Stratum 0 is an
extremely precise clock source, such as an atomic clock or a radio clock. A stratum 1 server
is directly connected to a stratum 0 clock and can provide time information to other devices,

which themselves can serve stratum 3 devices.

The use of NTP on all devices ensures that they all have synchronized clocks. The Publisher
sends NTP request to an external NTP server and the subscribers always synchronize their
time with the publisher. The configuration of an external NTP server is not mandatory. If no
NTP server is configured, the publisher relies on its own system time. NTP can be enabled
and configured during installation or after installation. To configure NTP after installation
you make the changes with Cisco Unified Communication Manager OS Administration.

Settings-> NTP Servers.

almln  Cisco Unified Operating System Administratio

CISC€O 4t Cisco Unified Communications Solutions

Show ~ Seftings + Security v Software Upgrades »  Services v Help -

NTP Server List
EEII Add New @ Select All @ Clear All & Delete Selected

— Status

® 1 records found
NTP Server
| Hostname or IP Address
- 10.1.200.229
Add New I Select All Clear All Delete Selected
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System time is important within CUCM cluster. The following items depend upon an
accurate clock being set and synchronized:
e Cisco IP Phone display date and time information
e Call Detail Records and Call Management Record (CDR and CMR)
e Alarms and event logs and Trace Files information for Troubleshooting
e Some Cisco Unified Communications Manager Features are date or time-based and
therefore rely on having the correct date and time. Time-of-day routing and

certificate-based security features

To ensure that all network devices have the correct date and time it is recommended that
all network devices use NTP for time synchronization. The master reference clock should be

a stratum 1 NTP server.

SCCP Phones

SCCP phones obtain date and time information from the Cisco Unified Communications
Manager. The Date/Time Group value, which is configured at the phones device pool, is
considered to allow phones deployed at different time zones to display the local time only,

not sync their time.

SIP Phones

SIP phones on the other hand must obtain their time from one or more configured NTP
references. These references are added to the Date/Time group and are therefore applied to
the phone via the device pool. The NTP reference is applicable only to SIP phones. If a SIP
Phone doesn’t have a NTP reference configured, or none of the configured servers are
reachable, the SIP phone obtains time information from the SIP signaling message received

from CUCM. It extracts the time from the time stamp of the 200 OK messages it receives.
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NTP for Network Devices
For network devices with a Cisco Unified Communications cluster, I0OS devices can act as
NTP servers or clients. They can transmit either unicast or broadcast messages to server or

clients.

The Cisco I0S implementation of NTP supports additional features such as authentication
and access restrictions. If a Cisco I0S device is configured as an NTP server, it can be used
as an external NTP server by the CUCM publisher. As stated in the previous section for
CUCM NTP, subscribers always synchronize their time from the publisher. An external NTP
server can be configured only at the publisher server, not on any other nodes within the

cluster.

To configure an IOS device as a NTP server, the following commands must be entered on

the device.

Router (config) #ntp master 2

! configures router as an NTP source
Router (config)#ntp source loopback 0

! configures source interface for NTP
Router (config)#ntp server 10.1.200.229
! specifies the NTP Server

You should always configure your Cisco I0OS devices within your environment with a NTP
reference. Also you should configure summer time range and date and time stamps for

debugging and logging.

Power over Ethernet

Power over Ethernet (PoE) allows the LAN switching infrastructure to provide power to an
endpoint ("powered device") over a copper Ethernet cable. This capability, once referred to
as "inline power," was originally developed by Cisco in 2000 to support emerging IP
telephony deployments.

IP telephones need power for operation, and Power over Ethernet supports scalable,

manageable power delivery and simplifies IP telephony deployments. As wireless
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