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Chapter 1  

Implement Layer 2 Technologies 

 

Implement Spanning Tree Protocol (STP) 

 

Spanning-Tree Protocol (STP) 802.1d 

Spanning-Tree Protocol (STP) is a Layer 2 link management 

protocol using the Spanning Tree Algorithm (STA) to 

calculate the best loop-free path through a switched 

network.  STP is designed to run on bridges and switches to 

provide path redundancy and prevent undesirable loops from 

forming in the network. 

 

Switches send and receive spanning-tree frames at regular 

intervals. These spanning-tree frames are used to construct 

a loop-free path, forcing redundant data paths into a 

standby (blocked) state.  This is operationally transparent 

to the network hosts. 

 

Types of STP on Cisco Switches 

• Common Spanning Tree (CST) 
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When connecting a Cisco switch to a non-Cisco device 

through an 802.1Q trunk, the Cisco switch combines the 

spanning-tree instance of the 802.1Q native VLAN of 

the trunk with the spanning-tree instance of the non-

Cisco 802.1Q switch.  The primary advantages of CST 

are that only one set of BPDU’s are used; it is only 

necessary to track changes for a single instance of 

STP, and non-Cisco switches can be added to the mesh.  

However, with only one STP algorithm running, sub-

optimal paths are more likely to be selected than 

under other methods. With CST, less bandwidth will be 

used to negotiate a root bridge, although with only 

one Root Bridge for the entire network, it may take 

longer for STP to recalculate when a change occurs. 

 

• Per-VLAN Spanning Tree (PVST) 

 

A Cisco proprietary method of connecting through ISL 

VLAN trunks, the switches maintain one instance of 

spanning tree for each VLAN allowed on the trunk.   

This is the default STP used on ISL trunks.  Since 

each VLAN has its own instance of STP, there is more 

granular control of the path selection process, and 

fewer sub-optimal paths may be invoked.  Since the 

size of the STP topology is reduced, convergence time 

is reduced increasing scalability and stability. 

 

• Per VLAN Spanning-Tree Plus (PVST+) 

 

A Cisco proprietary method of connecting through 

802.1Q VLAN trunks, the switches maintain one instance 

of spanning tree for each VLAN allowed on the trunk, 

versus non-Cisco 802.1Q switches which maintain one 

instance for ALL VLANs.   This is the default STP used 

on ISL trunks.  Since each VLAN has its own instance 

of STP, there is more granular control of the path 

selection process, and fewer sub-optimal paths may be 
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invoked.  Since the size of the STP topology is 

reduced, convergence time is reduced increasing 

scalability and stability. 

 

PVST+ has replaced PVST and is now the default 

spanning tree protocol used on Cisco switches. Besides 

the features offered by PVST, PVST+ also offers Layer 

2 load balancing. 

 

• Multiple Spanning Trees (MST) 802.1s 

 

Multiple Spanning Tree (MST) is an IEEE standard 

inspired from the Cisco proprietary Multiple Instances 

Spanning Tree Protocol (MISTP) implementation. MSTs 

(IEEE 802.1s), by supporting multiple instances of 

spanning tree combine the best aspects from both the 

PVST+ and the 802.1q. Several VLANs can be mapped to a 

reduced number of spanning tree instances because most 

networks do not need more than a few logical 

topologies. MST uses the port states and timers from 

Rapid Spanning Tree. 

 

• Rapid Spanning Tree Protocol (RSTP) 802.1w 

 

The IEEE 802.1w standard, Rapid Spanning Tree Protocol 

(RSTP) is an enhancement to 802.1d. RSTP offers more 

rapid spanning tree convergence, and industry standard 

alternatives to Cisco’s PortFast, UplinkFast and 

BackboneFast. With RSTP, you can reduce the 

convergence time of a port from the 50-second default 

of 802.1d to, as low as, 1 second. This fast 

convergence is critical for latency-sensitive 

applications like voice and video. 
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Redundancy Without Loops 

STP runs on bridges and switches in order to prevent loops 

in the network. There are different flavors of STP, with 

IEEE 802.1d being the most common. It is found in 

situations where you want to allow redundant links, but not 

loops. 

 

Redundant links are important backups in case of a link 

failure in a network. If a primary fails, the backup links 

are activated so that users can continue using the network 

with minimal service interruptions. Without STP running on 

the bridges and switches, such a situation could result in 

loops. 

 

To provide this desired path redundancy, as well as to 

avoid a loop condition, STP defines a series of paths that 

span all switches in an extended network. It forces less 

desirable links into a standby (blocked) state, while 

leaving others in a forwarding state. If a link in 

forwarding state becomes unavailable, STP recognizes the 

topology change in the network, and recalculates the best 

paths. 

 

STP allows the redundant links, but with all but the best 

blocked, so that the switched fabric looks logically (but 

not physically) like this diagram: 

 

 

Blocked

Laptop
Computer

 

Figure 2-2. STP redundant links 
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Root Bridges and Switches 

The key to STP is the selection of a root bridge, which 

becomes the focal point in the network. All other decisions 

in the network, such as which ports are blocked and which 

ports are put in forwarding mode, are made from the 

perspective of this root bridge. 

 

When implemented in a switched network, the root bridge is 

usually referred to as the "root switch." Depending on the 

type of spanning-tree enabled, each VLAN may have its own 

root bridge/switch. In this case, the root for the 

different VLANs may all reside in a single switch, or it 

can reside in varying switches, depending on the estimates 

of the Network Architect. 

 

You should remember that selection of the root switch for a 

particular VLAN is extremely important. You can allow the 

network to decide the root using arbitrary criteria, or you 

can define it yourself.  With either option there is risk; 

the switches are unlikely to select the optimal root by 

themselves, but a bad network architect can make an even 

worse choice. You should control the selection of the root 

whenever possible, but make sure you understand what the 

consequences of a bad decision can be. 

 

Bridge Protocol Data Units (BPDUs) 

 

All switches exchange information to use in the selection 

of the root switch, as well as for subsequent configuration 

of the network. This information is carried in Bridge 

Protocol Data Units (BPDU). The BPDU contains parameters 

that the switches use in the selection process. Each switch 

compares the parameters in the BPDU that they are sending 
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to their neighbor with the one that they are receiving from 

their neighbor. 

 

BPDUs are multicast frames sent out periodically by 

switches to announce their existence, resources, and recent 

changes to a switch’s configuration.  They: 

 

• Propagate bridge IDs in order for the selection of the 

root switch to take place. 

 

• Are used to determine loop locations within a network. 
 

• Provide notification of network topology changes. 
 

• Remove loops by placing redundant switch ports in a 
backup state. 

 

Each configuration BPDU contains the following information: 

 

• The unique bridge ID of the switch that the sending 

switch identifies as the root switch 

 

• The spanning-tree path cost to the root 

 

• The bridge ID of the sending switch  

 

• Message age 

 

• The identifier of the sending interface  

 

• Values for the hello, forward delay, and max-age 

protocol timers  

 

When a switch receives a configuration BPDU that contains 

superior information (lower bridge ID, lower path cost, and 

so forth), it stores the information for that port. If this 

BPDU is received on the root port of the switch, the switch 
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also forwards it with an updated message to all attached 

LANs for which it is the designated switch. 

 

If a switch receives a configuration BPDU that contains 

inferior information to that currently stored for that 

port, it discards the BPDU. If the switch is a designated 

switch for the LAN from which the inferior BPDU was 

received, it sends that LAN a BPDU containing the up-to-

date information stored for that port. In this way, 

inferior information is discarded, and superior information 

is propagated on the network. 

 

A BPDU exchange results in these actions: 

 

• One switch in the network is elected as the root 

switch (the logical center of the spanning-tree 

topology in a switched network). 

 

For each VLAN, the switch with the highest switch 

priority (the lowest numerical priority value) is 

elected as the root switch. If all switches are 

configured with the default priority (32768), the 

switch with the lowest MAC address in the VLAN becomes 

the root switch. The switch priority value occupies 

the most significant bits of the bridge ID. 

 

• A root port is selected for each switch (except the 

root switch). This port provides the best path (lowest 

cost) when the switch forwards packets to the root 

switch. 

 

• The shortest distance to the root switch is calculated 

for each switch based on the path cost. 

 

• A designated switch for each LAN segment is selected. 

The designated switch incurs the lowest path cost when 

forwarding packets from that LAN to the root switch. 
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The port through which the designated switch is 

attached to the LAN is called the designated port.  

 

All paths that are not needed to reach the root switch from 

anywhere in the switched network are placed in the 

spanning-tree blocking mode. 

 

As a BPDU leaves a port, it applies the root port cost. 

Path Cost is the total sum of all of the port costs, and is 

what STP uses to determine which ports should forward and 

which ports should block. If the path cost is the same for 

several ports, STP will use the lowest port ID. 

 

The thing to remember in the STP root selection process is 

that "smaller is better." If the Root ID advertised on 

Switch A is lower than the Root ID that its neighbor 

(Switch B) is advertising, then Switch A's information is 

better. Switch B stops advertising its Root ID, and accepts 

the Root ID of Switch A. 

 

In a bridged network environment running under IEEE 802.1, 

a bridge takes maximum age, forwarding delay, and hello 

time parameters from the root bridge BPDU. 

 

The BPDUs are in the following format: 

 

 
 

• Protocol ID — the packet is a BPDU. 

 

• Version — BPDU version used. 

 

• Message Type — the stage of the negotiation. 
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• Flags — two bits used to indicate a change in topology 

and indicate acknowledgement of the TCN BPDU. 

 

• Root ID — Root bridge priority (2 bytes) followed by 

the MAC address (6 bytes). 

 

• Root Path Cost — Total cost to or from this bridge to 

the designated root bridge. 

 

• Bridge ID — Bridge priority (2 bytes) followed by the 

MAC address (6 bytes), where smaller is better, and 

the lowest value wins! The default bridge priority is 

0x8000 (3276810). 

 

• Port ID — ID of the port from which BPDUs are sent, a 

root port, made up of the configured port priority and 

the bridge MAC address. 

 

• Message Age — Timers for aging messages (only have 

effect on the network if the root bridge is configured 

with this parameter). 

 

• Maximum Age — Maximum message age before information 

from a BPDU is dropped for being too old when no other 

BPDUs are being received. (Only has effect on the 

network if the root bridge is configured with this 

parameter). The default value is 20 seconds. 

 

• Hello Time — Time between BPDU configuration messages 

sent by the root bridge (only has effect on the 

network if the root bridge is configured with this 

parameter). The default value is 2 seconds. 

 

• Forward Delay — Stops a bridge from forwarding data 

temporarily to allow information about a topology 

change to disseminate to all parts of the network. 
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This allows ports which need to be turned off in the 

new topology to be switched off before the new ports 

are turned on (only has effect on the network if the 

root bridge is configured with this parameter). 

 

Operation under STP 

Selection of the root switch is the most important STP 

decision.  Before deciding to configure STP, you should 

determine which switch will be the root of the spanning 

tree. It does not necessarily have to be the most powerful 

switch, but it should be the most central switch on the 

network. The network will be logically laid out from the 

perspective of this root device. 

 

You should not change the root switch configuration if you 

can possibly avoid it, since reconfiguration triggers 

spanning tree recalculation, which will affect network 

performance. 

 

Backbone switches, since they rarely have their 

configuration changed, are often defined as root switches. 

Backbone switches are usually more powerful than other 

switches, and are centrally placed within the network. They 

are also less likely to be disturbed during moves and 

changes within the network. 

 

Selecting a backup root bridge is recommended as a matter 

of good practice. The backup will have a bridge priority in 

between the default and the primary root bridge.  If the 

primary root switch were to fail, human intelligence would 

still be the determining factor in recalculating the 

spanning tree. 

 

“Bridge priority” is the main variable that defines the 

root bridge. The switch with the lowest bridge priority 

will be selected as the root switch. 
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STP Step-by-Step 

The root switch selection process starts with each switch 

transmitting BPDUs to its directly connected switch 

neighbors on a per-VLAN basis. As the BPDUs go through the 

network, each switch compares the BPDU it sent out to the 

ones it has received from its neighbors. 

 

From this comparison of transmitted and received BPDU’s, 

the switches determine the root switch. The switch with the 

lowest priority in the network wins this election process. 

(Remember, there may only be one root switch identified for 

each VLAN, depending on the type of STP selected.) 

 

Any time STP is calculated or recalculated, the switches 

use these rules: 

 

Rule One for STP: All ports of the root switch must be 

in forwarding mode.  Next, each switch determines 

their best path to get to the root. The switches 

compare the information in all the BPDUs received on 

all their ports. The port with the smallest 

information contained in its BPDU is used to get to 

the root switch; that port is called the root port. 

After a switch figures out its root port, it proceeds 

to Rule Two. 

 

Rule Two for STP: The selected root ports need to be 

set to forwarding mode. For each LAN segment, the 

switches communicate with each other to determine 

which switch on that LAN segment is best to use for 

moving data from that segment to the root bridge. This 

switch is called the designated switch. 
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Rule Three for STP: In any given LAN segment, the port 

of the designated switch that connects to the LAN 

segment must be placed in forwarding mode. 

 

Rule Four for STP: All other ports in every switch 

within the VLAN must be placed in blocking mode. This 

is only for ports that are connected to other bridges 

or switches. Ports connected to workstations or PCs 

should not be affected by STP calculation; they remain 

forwarded.  Users on your network may, however, see a 

delay during the recalculation process, as all data 

transmissions are halted. 

 

 

Port State Progression in STP 

STP domain ports will progress through the following 

states: 

 

• Blocking — Listens for BPDUs from other bridges, but 

does not forward them or any traffic. 

 

• Listening — An interim state while moving from 

blocking to learning. Listens for frames and detects 

available paths to the root bridge, but will not 

collect host MAC addresses for its address table. 

 

• Learning — Examines the data frames for source MAC 

addresses to populate its address table, but no user 

data is passed. 

 

• Forwarding — Once the learning state is complete, the 

port will begin its normal function of gathering MAC 

addresses and passing user data. 
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• Disabled — Either there has been an equipment failure, 

a security issue or the port has been disabled by the 

system administrator. 

 

Notes about STP Port States: 

 

• A port in blocking state does not participate in frame 

forwarding.  The switch always goes into blocking 

state immediately following switch initialization. 

 

• When a port changes from the listening state to the 

learning state, it is preparing to participate in 

frame forwarding. 

 

• A port in the forwarding state actually forwards 

frames (User data, BPDUs, etc.). 

 

 

STP Broadcast Domain Characteristics 

• Where redundant links exist, any but the one with the 

least distance from the root switch are blocked. 

 

• STP convergence can take upwards of 50 seconds. 

 

• Broadcast traffic within the layer-2 domain (VLAN) 

interrupts every host. 

 

• Broadcast storms within the layer-2 domain affect the 

whole domain. 

 

• Isolating problems can be time consuming. 

 

• Network security options within the layer-2 domain 

(VLAN) are limited. 
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802.1w Rapid Spanning Tree Port States 

There are only three port states left in RSTP that 

correspond to the three possible operational states. The 

802.1D disabled, blocking, and listening states are merged 

into a unique 802.1w discarding state. 

 

• Discarding – (802.1d Blocking, Listening, Disabled) 

 

• Learning 

 

• Forwarding 

 

 

802.1w Summary Table 

STP 
(802.1D) 

Port State 

RSTP 
(802.1w) 

Port State 

Is Port 
Included 
in Active 
Topology? 

Is Port 
Learning 

MAC 
Addresses? 

Disabled Discarding No No 

Blocking Discarding No No 

Listening Discarding Yes No 

Learning Learning Yes Yes 

Forwarding Forwarding Yes Yes 

 

 

802.1w Rapid Spanning Tree Port Roles 

The role is now a variable assigned to a given port. The 

root port and designated port roles remain, while the 

blocking port role is split into the backup and alternate 
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port roles. The Spanning Tree Algorithm (STA) determines 

the role of a port based on Bridge Protocol Data Units 

(BPDUs). In order to simplify matters, the thing to 

remember about a BPDU is there is always a method to 

compare any two of them and decide whether one is more 

useful than the other. This is based on the value stored in 

the BPDU and occasionally on the port on which they are 

received. 

 

• Root Port - The port that receives the best BPDU on a 

bridge is the root port. This is the port that is the 

closest to the root bridge in terms of path cost. 

 

• Designated Port - A port is designated if it can send 

the best BPDU on the segment to which it is connected. 

 

• Alternate Port - An alternate port receives more 

useful BPDUs from another bridge and is a port 

blocked. 

 

• Backup Port - A backup port receives more useful BPDUs 

from the same bridge it is on and is a port blocked. 

 

• Disabled Port 

 
 

802.1w vs. 802.1d 

802.1w provides faster spanning tree convergence after a 

topology change. 802.1w has additional features similar to 

Cisco PortFast, UplinkFast, and BackboneFast. With RSPT the 

port states transition within 1 sec instead of 50 seconds 

in 802.1.d. 
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Topology Changes — TCN, TCA, and TC 

Normally, BPDU traffic is received from the root bridge on 

the root port, but is never sent to the root bridge.  If a 

bridge has a topology change, it sends a TCN (Topology 

Change Notification) BPDU out its root port towards the 

root bridge.  The next upstream bridge acknowledges receipt 

of the TCN by replying with a BPDU which has the TCA 

(Topology Change Acknowledgement) bit set. The TCN/TCA 

process is repeated hop-by-hop, until the Root Bridge 

receives the TCN BPDU.  When the root is aware of a change, 

it sends out BPDUs with the TC (Topology Change) bit set. 

 

 

Spanning-Tree Configuration 

• Spanning-Tree Mode - The switch supports three 

spanning-tree modes: PVST+, rapid PVST+, or MSTP. By 

default, the switch runs the PVST+ protocol. 

 
spanning-tree mode {pvst | mst | rapid-pvst} 

 

 

Recommended for rapid-PVST+ mode only 

 
interface interface-id  

spanning-tree link-type point-to-point  

 

• Disabling Spanning-Tree - Spanning tree is enabled by 

default on VLAN 1 and on all newly created supported 

VLANs. Disable spanning tree only if you are sure 

there are no loops in the network topology. 

 

 

no spanning-tree vlan vlan-id  
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• Root Switch – The default switch priority value is 

32768.  When entering the below command, the switch 

sets its own priority for the specified VLAN to 24576. 

If there is a switch with a root value less than 

24576, the switch will set its own priority for the 

specified VLAN to 4096 less than the lowest switch 

priority. 

 

spanning-tree vlan vlan-id root primary 

 

• Secondary Root Switch - When you configure a switch as 

the secondary root, the switch priority is modified 

from the default value (32768) to 28672. 

 

spanning-tree vlan vlan-id root secondary 

 

• Port Priority - If a loop occurs, spanning tree uses 

the port priority when selecting an interface to put 

into the forwarding state. You can assign higher 

priority values (lower numerical values) to interfaces 

that you want selected first and lower priority values 

(higher numerical values) that you want selected last. 

If all interfaces have the same priority value, 

spanning tree puts the interface with the lowest 

interface number in the forwarding state and blocks 

the other interfaces.  

 

interface interface-id  

 spanning-tree port-priority priority  

 

• Path Cost - The spanning-tree path cost default value 

is derived from the media speed of an interface. If a 

loop occurs, spanning tree uses cost when selecting an 

interface to put in the forwarding state. You can 

assign lower cost values to interfaces that you want 

selected first and higher cost values that you want 

selected last. If all interfaces have the same cost 
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value, spanning tree puts the interface with the 

lowest interface number in the forwarding state and 

blocks the other interfaces.  

 

interface interface-id  

spanning-tree cost cost  

 

• Switch Priority - You can configure the switch 

priority and make it more likely that the switch will 

be chosen as the root switch.  

 

spanning-tree vlan vlan-id priority priority  

 

 

STP Timers 

• Hello timer — How often the switch broadcasts Hello 

messages to other switches. 

 

The default hello timer is 2 seconds.  The hello timer 

range is 1 to 10 seconds.  The command to configure 

the hello timer is: 

 
spanning-tree vlan vlan-id hello-time seconds 

 

• Forward delay timer — Amount of time a port will 

remain in the listening and learning states before 

going into the forwarding state. 

 

The default forward delay timer is 15 seconds.  The 

forward delay timer range is 4 to 30 seconds.  The 

command to configure the forward delay timer is: 

 
spanning-tree vlan vlan-id forward-time seconds 

 

• Maximum age timer — How long protocol information 

received on a port is stored by the switch. 
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The default maximum age timer is 20 seconds.  The 

maximum after timer range is 6 to 40.  The command to 

configure the maximum age timer is: 

 
spanning-tree vlan vlan-id max-age seconds 

 

• Transmit Hold Count — Controls the number of BPDUs 

that can be sent before pausing for 1 second. 

 

The default transmit hold count is 6.  The transmit 

hold count range is 1 to 20.  The command to configure 

the transmit hold count is: 

 
spanning-tree transmit hold-count value 

 

 

Spanning-Tree Features 

• PortFast – PortFast immediately brings an interface 

configured as an access or trunk port to the 

forwarding state from a blocking state, bypassing the 

listening and learning states.  You can use PortFast 

on interfaces connected to a single workstation or 

server, to allow these devices to immediately connect 

to the network, rather than waiting for the spanning 

tree to converge. 

 

Interfaces connected to a single workstation or server 

should not receive bridge protocol data units (BPDUs).  

An interface with PortFast enabled goes through the 

normal cycle of spanning-tree status changes when the 

switch is restarted. 

 

You can enable this feature by using the spanning-tree 

portfast interface configuration or the spanning-tree 

portfast default global configuration command. 
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• BPDU GUARD – The BPDU guard feature can be globally 

enabled on the switch or can be enabled per port, but 

the feature operates with some differences. 

 

At the global level, you enable BPDU guard on PortFast 

enabled ports by using the spanning-tree portfast 

bpduguard default global configuration command. 

Spanning tree shuts down ports that are in a Port 

Fast-operational state if any BPDU is received on 

them. In a valid configuration, Port Fast-enabled 

ports do not receive BPDUs. Receiving a BPDU on a Port 

Fast-enabled port means an invalid configuration, such 

as the connection of an unauthorized device, and the 

BPDU guard feature puts the port in the error-disabled 

state. When this happens, the switch shuts down the 

entire port on which the violation occurred. 

 

To prevent the port from shutting down, you can use 

the errdisable detect cause bpduguard shutdown vlan 

global configuration command to shut down just the 

offending VLAN on the port where the violation 

occurred. 

 

At the interface level, you enable BPDU guard on any 

port by using the spanning-tree bpduguard enable 

interface configuration command without also enabling 

the Port Fast feature. When the port receives a BPDU, 

it is put in the error-disabled state. 

 

The BPDU guard feature provides a secure response to 

invalid configurations because you must manually put 

the interface back in service. Use the BPDU guard 

feature in a service-provider network to prevent an 

access port from participating in the spanning tree.  
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• BPDU Filtering - The BPDU filtering feature can be 

globally enabled on the switch or can be enabled per 

interface, but the feature operates with some 

differences. 

 

At the global level, you can enable BPDU filtering on 

Port Fast-enabled interfaces by using the spanning-

tree portfast bpdufilter default global configuration 

command. This command prevents interfaces that are in 

a Port Fast-operational state from sending or 

receiving BPDUs. The interfaces still send a few BPDUs 

at link-up before the switch begins to filter outbound 

BPDUs. You should globally enable BPDU filtering on a 

switch so that hosts connected to these interfaces do 

not receive BPDUs. If a BPDU is received on a Port 

Fast-enabled interface, the interface loses its Port 

Fast-operational status, and BPDU filtering is 

disabled. 

 

At the interface level, you can enable BPDU filtering 

on any interface by using the spanning-tree bpdufilter 

enable interface configuration command without also 

enabling the Port Fast feature. This command prevents 

the interface from sending or receiving BPDUs.  

 

• UplinkFast – Switches in hierarchical networks can be 

grouped into backbone switches, distribution switches, 

and access switches.  If a switch loses connectivity, 

it begins using the alternate paths as soon as the 

spanning tree selects a new root port.  By enabling 

UplinkFast with the spanning-tree uplinkfast global 

configuration command, you can accelerate the choice 

of a new root port when a link or switch fails or when 

the spanning tree reconfigures itself.  The root port 

transitions to the forwarding state immediately 

without going through the listening and learning 
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states, as it would with the normal spanning-tree 

procedures. 

 

When the spanning tree reconfigures the new root port, 

other interfaces flood the network with multicast 

packets, one for each address that was learned on the 

interface.  You can limit these burts of multicast 

traffic by reducing the max-update-rate parameter (the 

default for this parameter is 150 packtes per second).  

However, if you enter zero, station-learning frames 

are not generated, so the spanning-tree topology 

converges more slowly after a loss of connectivity. 

 

UplinkFast provides fast convergence after a direct 

link failure and achieves load balancing between 

redundant Layer 2 links using uplink groups.  An 

uplink group is a set of Layer 2 interfaces (per 

VLAN), only one of which is forwarding at any given 

time.  Specifically, an uplink group consists of the 

root port (which is forwarding) and a set of blocked 

ports, except for self-looping ports.  The uplink 

group provides an alternate path in case the currently 

forwarding link fails. 

 

• BackboneFast - BackboneFast detects indirect failures 

in the core of the backbone. BackboneFast is a 

complementary technology to the UplinkFast feature, 

which responds to failures on links directly connected 

to access switches. BackboneFast optimizes the 

maximum-age timer, which controls the amount of time 

the switch stores protocol information received on an 

interface. When a switch receives an inferior BPDU 

from the designated port of another switch, the BPDU 

is a signal that the other switch might have lost its 

path to the root, and BackboneFast tries to find an 

alternate path to the root. 
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BackboneFast, which is enabled by using the spanning-

tree backbonefast global configuration command, starts 

when a root port or blocked interface on a switch 

receives inferior BPDUs from its designated switch. An 

inferior BPDU identifies a switch that declares itself 

as both the root bridge and the designated switch. 

When a switch receives an inferior BPDU, it means that 

a link to which the switch is not directly connected 

(an indirect link) has failed (that is, the designated 

switch has lost its connection to the root switch). 

Under spanning-tree rules, the switch ignores inferior 

BPDUs for the configured maximum aging time specified 

by the spanning-tree vlan vlan-id max-age global 

configuration command. 

 

The switch tries to find if it has an alternate path 

to the root switch. If the inferior BPDU arrives on a 

blocked interface, the root port and other blocked 

interfaces on the switch become alternate paths to the 

root switch. (Self-looped ports are not considered 

alternate paths to the root switch.) If the inferior 

BPDU arrives on the root port, all blocked interfaces 

become alternate paths to the root switch. If the 

inferior BPDU arrives on the root port and there are 

no blocked interfaces, the switch assumes that it has 

lost connectivity to the root switch, causes the 

maximum aging time on the root port to expire, and 

becomes the root switch according to normal spanning-

tree rules. 

 

If the switch has alternate paths to the root switch, 

it uses these alternate paths to send a root link 

query (RLQ) request. The switch sends the RLQ request 

on all alternate paths and waits for an RLQ reply from 

other switches in the network. 
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If the switch discovers that it still has an alternate 

path to the root, it expires the maximum aging time on 

the interface that received the inferior BPDU. If all 

the alternate paths to the root switch indicate that 

the switch has lost connectivity to the root switch, 

the switch expires the maximum aging time on the 

interface that received the RLQ reply. If one or more 

alternate paths can still connect to the root switch, 

the switch makes all interfaces on which it received 

an inferior BPDU its designated ports and moves them 

from the blocking state (if they were in the blocking 

state), through the listening and learning states, and 

into the forwarding state. 

 

• EtherChannel Guard - You can use EtherChannel guard to 

detect an EtherChannel misconfiguration between the 

switch and a connected device. A misconfiguration can 

occur if the switch interfaces are configured in an 

EtherChannel, but the interfaces on the other device 

are not. A misconfiguration can also occur if the 

channel parameters are not the same at both ends of 

the EtherChannel. 

 

If the switch detects a misconfiguration on the other 

device, EtherChannel guard places the switch 

interfaces in the error-disabled state, and displays 

an error message. 

 

You can enable this feature by using the spanning-tree 

etherchannel guard misconfig global configuration 

command.  

 

• Root Guard - The Layer 2 network of a service provider 

(SP) can include many connections to switches that are 

not owned by the SP. In such a topology, the spanning 

tree can reconfigure itself and select a customer 

switch as the root switch. You can avoid this 
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situation by enabling root guard on SP switch 

interfaces that connect to switches in your customer's 

network. If spanning-tree calculations cause an 

interface in the customer network to be selected as 

the root port, root guard then places the interface in 

the root-inconsistent (blocked) state to prevent the 

customer's switch from becoming the root switch or 

being in the path to the root. 

 

If a switch outside the SP network becomes the root 

switch, the interface is blocked (root-inconsistent 

state), and spanning tree selects a new root switch. 

The customer's switch does not become the root switch 

and is not in the path to the root. 

 

If the switch is operating in multiple spanning-tree 

(MST) mode, root guard forces the interface to be a 

designated port. If a boundary port is blocked in an 

internal spanning-tree (IST) instance because of root 

guard, the interface also is blocked in all MST 

instances. A boundary port is an interface that 

connects to a LAN, the designated switch of which is 

either an IEEE 802.1D switch or a switch with a 

different MST region configuration. 

 

Root guard enabled on an interface applies to all the 

VLANs to which the interface belongs. VLANs can be 

grouped and mapped to an MST instance. 

 

You can enable this feature by using the spanning-tree 

guard root interface configuration command.  

 

• Loop Guard - You can use loop guard to prevent 

alternate or root ports from becoming designated ports 

because of a failure that leads to a unidirectional 

link. This feature is most effective when it is 

enabled on the entire switched network. Loop guard 
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prevents alternate and root ports from becoming 

designated ports, and spanning tree does not send 

BPDUs on root or alternate ports. 

 

You can enable this feature by using the spanning-tree 

loopguard default global configuration command. 

 

When the switch is operating in PVST+ or rapid-PVST+ 

mode, loop guard prevents alternate and root ports 

from becoming designated ports, and spanning tree does 

not send BPDUs on root or alternate ports. 

 

When the switch is operating in MST mode, BPDUs are 

not sent on nonboundary ports only if the interface is 

blocked by loop guard in all MST instances. On a 

boundary port, loop guard blocks the interface in all 

MST instances.  

 

 

Storm Control 

Storm control prevents traffic on a LAN from being 

disrupted by a broadcast, multicast, or unicast storm on 

one of the physical interfaces. A LAN storm occurs when 

packets flood the LAN, creating excessive traffic and 

degrading network performance. Errors in the protocol-stack 

implementation, mistakes in network configurations, or 

users issuing a denial-of-service attack can cause a storm.  

 

Storm control (or traffic suppression) monitors packets 

passing from an interface to the switching bus and 

determines if the packet is unicast, multicast, or 

broadcast. The switch counts the number of packets of a 

specified type received within the 1-second time interval 

and compares the measurement with a predefined suppression-

level threshold. 
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Storm control uses one of these methods to measure traffic 

activity:  

 

• Bandwidth as a percentage of the total available 

bandwidth of the port that can be used by the 

broadcast, multicast, or unicast traffic. 

 

• Traffic rate in packets per second at which broadcast, 

multicast, or unicast packets are received.  

 

• Traffic rate in bits per second at which broadcast, 

multicast, or unicast packets are received.  

 

• Traffic rate in packets per second and for small 

frames. This feature is enabled globally. The 

threshold for small frames is configured for each 

interface. 

 

With each method, the port blocks traffic when the rising 

threshold is reached. The port remains blocked until the 

traffic rate drops below the falling threshold (if one is 

specified) and then resumes normal forwarding. If the 

falling suppression level is not specified, the switch 

blocks all traffic until the traffic rate drops below the 

rising suppression level. In general, the higher the level, 

the less effective the protection against broadcast storms.  

 

By default, unicast, broadcast, and multicast storm control 

are disabled on the switch interfaces; that is, the 

suppression level is 100 percent. 

 

Storm control is supported on physical interfaces. You can 

also configure storm control on an EtherChannel. When storm 

control is configured on an EtherChannel, the storm control 

settings propagate to the EtherChannel physical interfaces. 

 

Storm control is configured on a per interface basis. 



 
 

For questions: www.routerie.com 
r.w.w.12.09.04.dc.v40.docx 

 

52 

 

www.ccbootcamp.com Toll Free 1.877.654.2243 sales@ccbootcamp.com 
Copyright ©2009, Network Learning, Incorporated 

 

The command is: 

 
storm-control {broadcast|multicast|unicast} level {level [level-

low] | bps bps [bps-low] | pps pps [pps-low]} 

 

Example: 

 
switch(config-if)#storm-control broadcast level 40 20 

switch(config-if)#storm-control unicast bps 1000 500 

switch(config-if)#storm-control multicast pps 500 250 

 

• Level 100 permits everthing 

• Level 0.00 disables the frame type 

 

 

Unicast Flooding 

By default, the switch floods packets with unknown 

destination MAC addresses out of all ports. If unknown 

unicast and multicast traffic is forwarded to a protected 

port, there could be security issues. To prevent unknown 

unicast or multicast traffic from being forwarded from one 

port to another, you can block a port (protected or 

nonprotected) from flooding unknown unicast or multicast 

packets to other ports. 

 

The interface can be a physical interface or an 

EtherChannel group. When you block multicast or unicast 

traffic for a port channel, it is blocked on all ports in 

the port-channel group. 

 

The command is: 

 
switchport block {multicast | unicast} 

 

Example: 
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switch(config-if)# switchport block ? 

multicast Block unknown multicast addresses 

unicast Block unknown unicast addresses 

 

With multicast traffic, the port blocking feature blocks 

only pure Layer 2 packets. Multicast packets that contain 

IPv4 or IPv6 information in the header are not blocked. 

 

 

 

Implement VLAN and VLAN Trunking Protocol (VTP) 

 

Virtual LAN (VLAN) 

A VLAN is an extended logical network configured 

independently from the physical network layout. Each port 

on a switch can be defined to join a specific VLAN.  

 

VLAN ports on a switch can be assigned statically using a 

VLAN management application or by working directly within 

the switch. Dynamic VLANs are a more convenient approach in 

which ports on a switch that can automatically determine 

their VLAN assignments.  Each hub segment connected to a 

switch port can be assigned to only one VLAN. 

 

Unlike a physical subnet, VLAN devices do not need to be 

connected to a single physical cable segment.  Devices can 

be part of a subnet and still be connected to different 

switches in different locations. However, since each VLAN 

is a separate broadcast domain, routing between them must 

be enabled if data is to be passed. 

 

Most VLANs use frame filtering (frame tagging) with user-

defined offsets to examine particular information about 
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each frame, and uniquely assign a user-defined ID to each 

frame header. 

 

There are two steps in properly configuring a VLAN. 

 

• Create the VLAN 

 
vlan vlan-id 

 

• Assign switchports to that VLAN 

 
switchport access vlan vlan-id 

 

 

VLAN Trunk Protocol (VTP) 

The name VLAN Trunk Protocol (VTP) is misleading, since it 

doesn't really have much to do with actual trunking, except 

that switches use the VTP information to know what VLANs to 

carry over a trunk line. VTP is really a way to update the 

VLANs that a switch recognizes as valid on multiple 

switches by updating a single "server" switch. The rest of 

the switches in the VTP domain get a copy of the list of 

valid VLANs from the server switch. 

 

In a switched environment a subnet corresponds to a VLAN, 

and a VLAN may map to a single Layer 2 switch, or it may 

span several switches, especially at the access layer. 

Also, it is likely that one or more VLANs may be present on 

any particular switch.  VLAN Trunk Protocol (VTP) is a 

layer-2 messaging protocol that centralizes the management 

of VLAN additions, deletions, and changes on a network-wide 

basis.  This simplifies the management of large switched 

networks with many VLANs. 

 

When you add a new VLAN to the network you only have to 

define it on a single switch.  The rest of the switches are 
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defined automatically through their VTP membership. If you 

decide not to use VTP, then each VLAN will need to be 

configured manually on each individual switch, which is a 

lot of work and can easily lead to problems if you mistype 

a single character. 

 

If you have more than one group of switches, and each group 

has a different set of VLANs that it has to recognize, you 

should assign a separate domain for each group of switches. 

VTP domains consist of one or more interconnected switches 

that share the same VLAN configuration. A switch can only 

be configured as a member of a single VTP domain. You can 

specify the global VLAN configuration for the domain using 

either the CLI or an SNMP session. 

 

Early switching design specifications promoted the ability 

of VTP to create global VLAN groups that could span vast 

networks. In reality all this does is generate unnecessary 

and expensive wide area traffic for little gain.  Most 

network designers want to limit VTP advertisements sent 

over slow and expensive wide area links, so the 

recommendation is not to set up VTP domains which span WAN 

links. 

 

Configuration Command: 

 
vtp domain domain-name 

 

 

VTP Modes 

Switches which are part of VTP domains can be configured to 

operate in one of four VTP modes: 

 

• Server — Advertises VLAN configuration to other 

switches in the same VTP domain and synchronize with 

other switches in the domain. Can create, modify, and 
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delete VLANs as well as modify VLAN configuration 

parameters such as VTP version and VTP pruning for the 

whole domain. This is the default mode for a switch. 

 

• Client — Advertises VLAN configuration to other 

switches in the same VTP domain and synchronize their 

VLAN configuration with other switches using 

advertisements received over trunk links. Unable to 

create, change, or delete VLAN configurations. 

 

• Transparent — Does not advertise its VLAN 

configuration and does not synchronize its VLAN 

configuration with other switches. A switch running 

VTP version 2 will forward VTP advertisements, but 

will not act on them. 

 

• Off — A switch in VTP off mode functions in the same 

manner as a VTP transparent switch, except that it 

does not forward VTP advertisements on trunks. 

 

Configuration Command: 

 
vtp mode {client | server | transparent | off} 

 

 

VTP Advertisements 

Each switch in the VTP domain sends periodic global 

configuration advertisements from each trunk port to a 

reserved multicast address. Neighboring switches receive 

these advertisements and update their VTP and VLAN 

configurations as necessary.  

 

Advertisement types include: requests from clients, summary 

advertisements and subset advertisements. Advertisements 

carry two types of information: 
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• Global Information — Includes VTP Domain Name, VTP 

Configuration Revision Number, Update Identity, Update 

Timestamp, MD5 Digest, Frame Format 

 

• VLAN Information — Includes VLAN ID, VLAN Name, VLAN 

Type, VLAN State, Additional VLAN configuration 

information specific to the VLAN type 

 

In VTP version 3, VTP advertisements also include the 

primary server ID, an instance number, and a start index.  

 

 

VTP message types: 

• Summary advertisements 

• Subset advertisement 

• Advertisement requests 

• VTP join messages 

 

VTP advertisements carry configuration revision numbers 

that are incremented every time a change is made.  This 

allows identification of the most recent updates to the 

network topology.  When a switch finds an advertisement 

with a higher configuration revision number, it will save 

the new VTP database, writing over the old one.  A VLAN 

that does not exist in the new database is automatically 

deleted from the switch. Any ports that were in the VLAN 

will be orphaned. 

 

A common mistake is to add a switch that has been used on a 

separate or test network to a production network, without 

being aware of the revision number.  Since test networks 

change much more frequently than production networks, the 

new switch is likely to have a higher configuration 

revision number than the production VTP domain.  The result 
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is that the entire production domain’s VTP database gets 

overwritten and any ports assigned to the lost VLANs lose 

their VLAN membership and become unavailable to users. 

 

If you ever receive a call that all the switched ports on a 

network have suddenly locked up and no traffic is being 

passed, one of the first places to look is the new switch 

added to the network.  Good documentation and control over 

physical access to network devices are probably your best 

defense against this.  Also, to prevent this from 

happening, the command clear config all (on a set-based 

switch) or write erase (on an IOS-based switch) should 

always be used before any new switch is added to a 

production network. 

 

Note that all switches in the VTP domain must run the same 

VTP version. By default, VTP operates in version 1. 

 

VTP Version 2 supports these features that are not 

supported in version 1: 

• Token Ring support 

• Unrecognized Type-Length-Value (TLV) support 

• Version-Depended Transparent Mode 

• Consistency Checks 

 

VTP Version 3 supports these features that are not 

supported in version 1 or version 2: 

 

• Enhanced authentication 

• Support for extended range VLAN (1006 – 4094) database 

propagation 

• Private VLAN support 

• Support for any database in a domain 

• VTP Primary and VTP Secondary servers 

• The option to turn VTP on or off on a per-trunk (per-

port) basis 
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Configuration Command: 

 
vtp version {1 | 2 | 3} 

 

 

VTP Pruning 

VTP pruning increases bandwidth. It does this by 

controlling traffic flow to the vital trunk links, and 

blocking flooded traffic to VLANs in the pruning eligible 

list. VTP pruning can only be enabled on a VTP server, and 

that will enable it for the entire management domain. VLAN 

1 is always pruning-ineligible, and VLANs 2 through 1000 

are pruning-eligible. VTP pruning is disabled by default. 

 

Configuration Command: 

 
vtp pruning 

 

 

Implement Trunk and Trunk Protocols, EtherChannel, and Load-Balance 

 

Trunking Overview 

A trunk is a point-to-point link between one or more 

Ethernet switch interfaces and another networking device 

such as a router or a switch. Ethernet trunks carry the 

traffic of multiple VLANs over a single link, and you can 

extend the VLANs across an entire network. 

 

Ethernet trunk interfaces support different trunking modes. 

You can set an interface as trunking or nontrunking or to 

negotiate trunking with the neighboring interface. To 

autonegotiate trunking, the interfaces must be in the same 

VTP domain. 
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You can configure a trunk on a single Ethernet interface or 

on an EtherChannel bundle. 

 

Trunk negotiation is managed by the Dynamic Trunking 

Protocol (DTP), which is a Point-to-Point Protocol. 

However, some internetworking devices might forward DTP 

frames improperly, which could cause misconfigurations.  

 

To avoid this, you should configure interfaces connected to 

devices that do not support DTP to not forward DTP frames, 

that is, to turn off DTP. 

 

• If you do not intend to trunk across those links, use 

the switchport mode access interface configuration 

command to disable trunking. 

 

• To enable trunking to a device that does not support 

DTP, use the switchport mode trunk and switchport 

nonegotiate interface configuration commands to cause 

the interface to become a trunk but to not generate 

DTP frames. Use the switchport trunk encapsulation isl 

or switchport trunk encapsulation dot1q interface to 

select the encapsulation type on the trunk port. 

 

You can also specify on DTP interfaces whether the trunk 

uses ISL or IEEE 802.1Q encapsulation or if the 

encapsulation type is autonegotiated. The DTP supports 

autonegotiation of both ISL and IEEE 802.1Q trunks. 

 

 

Trunking Modes 

• Auto - Makes the interface able to convert the link to 

a trunk link. The interface becomes a trunk interface 

if the neighboring interface is set to trunk or 
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desirable mode. The default switchport mode for all 

Ethernet interfaces is dynamic auto. 

 

• Desirable - Makes the interface actively attempt to 

convert the link to a trunk link. The interface 

becomes a trunk interface if the neighboring interface 

is set to trunk, desirable, or auto mode. 

 

• On - Puts the interface into permanent trunking mode 

and negotiates to convert the neighboring link into a 

trunk link. The interface becomes a trunk interface 

even if the neighboring interface is not a trunk 

interface. 

 

• Nonegotiate - Prevents the interface from generating 

DTP frames. You can use this command only when the 

interface switchport mode is access or trunk. You must 

manually configure the neighboring interface as a 

trunk interface to establish a trunk link. 

 

• Off – Forces the port to become non-trunking, even if 

the neighboring port does not agree with the change. 

 

 

Trunking Encapsulation Types 

• Inter-Switch Link (ISL) – A Cisco proprietary trunking 

encapsulation that adds a 26-byte header and 4-byte 

trailer to the frame.  ISL supports the processing of 

untagged frames.  ISL supports up to 1024 VLANs. 

 

• IEEE 802.1Q (dot1q) – An industry standard trunking 

encapsulation that does not change the size of the 

frame.  Since multiple vendors support dot1q, it is 

becoming more common in newer switched networks.  

802.1q uses a tag protocol ID of 0x8100 (Ethertype 
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8100). 802.1q allows the encapsulation of multiple 

trunks within a single trunk.  802.1q tag is only 4 

bytes in length. 802.1q supports up to 4096 VLANs. 

 

• Negotiate - Specifies that the interface negotiate 

with the neighboring interface to become an ISL 

(preferred) or IEEE 802.1Q trunk, depending on the 

configuration and capabilities of the neighboring 

interface. This is the default for the switch. 

 

The trunking mode, the trunk encapsulation type, and the 

hardware capabilities of the two connected interfaces 

decide whether a link becomes an ISL or IEEE 802.1Q trunk.  

 

 

Trunking Configuration 

• Encapsulation 

 
switchport trunk encapsulation {isl | dot1q | negotiate}  

 

• Mode 

 
switchport mode {dynamic {auto | desirable} | trunk}  

 

 

EtherChannel 

EtherChannel provides fault-tolerant high-speed links 

between switches, routers, and servers. You can use it to 

increase the bandwidth between the wiring closets and the 

data center, and you can deploy it anywhere in the network 

where bottlenecks are likely to occur. EtherChannel 

provides automatic recovery for the loss of a link by 

redistributing the load across the remaining links. If a 

link fails, EtherChannel redirects traffic from the failed 
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link to the remaining links in the channel without 

intervention. 

 

An EtherChannel consists of individual Fast Ethernet or 

Gigabit Ethernet links bundled into a single logical link. 

 

The EtherChannel provides full-duplex bandwidth up to 

800 Mb/s (Fast EtherChannel) or 8 Gb/s (Gigabit 

EtherChannel) between your switch and another switch or 

host. Each EtherChannel can consist of up to eight 

compatibly configured Ethernet ports. 

 

All ports in each EtherChannel must be configured as either 

Layer 2 or Layer 3 ports. The EtherChannel Layer 3 ports 

are made up of routed ports. Routed ports are physical 

ports configured to be in Layer 3 mode by using the no 

switchport interface configuration command. 

 

You can configure an EtherChannel in one of these modes: 

Port Aggregation Protocol (PAgP), Link Aggregation Control 

Protocol (LACP), or On. Configure both ends of the 

EtherChannel in the same mode: 

 

• When you configure one end of an EtherChannel in 

either PAgP or LACP mode, the system negotiates with 

the other end of the channel to determine which ports 

should become active. Incompatible ports are put into 

an independent state and continue to carry data 

traffic as would any other single link. The port 

configuration does not change, but the port does not 

participate in the EtherChannel.  

 

• When you configure an EtherChannel in the on mode, no 

negotiations take place. The switch forces all 

compatible ports to become active in the EtherChannel. 

The other end of the channel (on the other switch) 
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must also be configured in the on mode; otherwise, 

packet loss can occur. 

 

If a link within an EtherChannel fails, traffic previously 

carried over that failed link moves to the remaining links 

within the EtherChannel. If traps are enabled on the 

switch, a trap is sent for a failure that identifies the 

switch, the EtherChannel, and the failed link. Inbound 

broadcast and multicast packets on one link in an 

EtherChannel are blocked from returning on any other link 

of the EtherChannel. 

 

 

Port-Channel Interfaces 

When you create an EtherChannel, a port-channel logical 

interface is involved: 

 

• With Layer 2 ports, use the channel-group interface 

configuration command to dynamically create the port-

channel logical interface. 

 

You also can use the interface port-channel port-

channel-number global configuration command to 

manually create the port-channel logical interface, 

but then you must use the channel-group channel-group-

number command to bind the logical interface to a 

physical port. The channel-group-number can be the 

same as the port-channel-number, or you can use a new 

number. If you use a new number, the channel-group 

command dynamically creates a new port channel. 

 

• With Layer 3 ports, you should manually create the 

logical interface by using the interface port-channel 

global configuration command followed by the no 

switchport interface configuration command. Then you 
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manually assign an interface to the EtherChannel by 

using the channel-group interface configuration 

command. 

 

For both Layer 2 and Layer 3 ports, the channel-group 

command binds the physical port and the logical interface 

together. 

  

Each EtherChannel has a port-channel logical interface 

number assigned to it. This port-channel interface number 

corresponds to the one specified with the channel-group 

interface configuration command. 

 

After you configure an EtherChannel, configuration changes 

applied to the port-channel interface apply to all the 

physical ports assigned to the port-channel interface. 

Configuration changes applied to the physical port affect 

only the port where you apply the configuration. To change 

the parameters of all ports in an EtherChannel, apply 

configuration commands to the port-channel interface, for 

example, spanning-tree commands or commands to configure a 

Layer 2 EtherChannel as a trunk. 

 

 

Port Aggregation Protocol 

The Port Aggregation Protocol (PAgP) is a Cisco-proprietary 

protocol that can be run only on Cisco switches and on 

those switches licensed by vendors to support PAgP. PAgP 

facilitates the automatic creation of EtherChannels by 

exchanging PAgP packets between Ethernet ports. 

 

By using PAgP, the switch learns the identity of partners 

capable of supporting PAgP and the capabilities of each 

port. It then dynamically groups similarly configured ports 

into a single logical link (channel or aggregate port). 

Similarly configured ports are grouped based on hardware, 
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administrative, and port parameter constraints. For 

example, PAgP groups the ports with the same speed, duplex 

mode, native VLAN, VLAN range, and trunking status and 

type. After grouping the links into an EtherChannel, PAgP 

adds the group to the spanning tree as a single switch 

port.  

 

PAgP Modes: 

 

• Auto – Places a port into a passive negotiating state, 

in which the port responds to PAgP packets it receives 

but does not start PAgP packet negotiation. This 

setting minimizes the transmission of PAgP packets. 

• Desirable – Places a port into an active negotiating 

state, in which the port starts negotiations with 

other ports by sending PAgP packets. 

 

 

Link Aggregation Control Protocol 

The LACP is defined in IEEE 802.3ad and enables Cisco 

switches to manage Ethernet channels between switches that 

conform to the IEEE 802.3ad protocol. LACP facilitates the 

automatic creation of EtherChannels by exchanging LACP 

packets between Ethernet ports. 

 

By using LACP, the switch learns the identity of partners 

capable of supporting LACP and the capabilities of each 

port. It then dynamically groups similarly configured ports 

into a single logical link (channel or aggregate port). 

Similarly configured ports are grouped based on hardware, 

administrative, and port parameter constraints. For 

example, LACP groups the ports with the same speed, duplex 

mode, native VLAN, VLAN range, and trunking status and 

type. After grouping the links into an EtherChannel, LACP 
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adds the group to the spanning tree as a single switch 

port. 

 

LACP Modes: 

 

• Active – Places a port into an active negotiating 

state in which the port starts negotiations with other 

ports by sending LACP packets. 

• Passive – Places a port into a passive negotiating 

state in which the port responds to LACP packets that 

it receives, but does not start LACP packet 

negotiation. This setting minimizes the transmission 

of LACP packets.  

 

 

Layer 2 EtherChannel Configuration Examples: 

 

This example shows how to configure an EtherChannel on a 

switch. It assigns two ports as static-access ports in VLAN 

10 to channel 5 with the PAgP mode desirable: 

 
Switch# configure terminal  

Switch(config)# interface range gigabitethernet0/1 -2  

Switch(config-if-range)# switchport mode access 

Switch(config-if-range)# switchport access vlan 10 

Switch(config-if-range)# channel-group 5 mode desirable non-

silent 

Switch(config-if-range)# end  

 

 

This example shows how to configure an EtherChannel on a 

switch. It assigns two ports as static-access ports in VLAN 

10 to channel 5 with the LACP mode active: 

 
Switch# configure terminal  

Switch(config)# interface range gigabitethernet0/1 -2  

Switch(config-if-range)# switchport mode access 

Switch(config-if-range)# switchport access vlan 10 

Switch(config-if-range)# channel-group 5 mode active 
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Switch(config-if-range)# end  

 

 

Layer 3 EtherChannel Configuration Example: 

 

To configure Layer 3 EtherChannels, you create the port-

channel logical interface and then put the Ethernet ports 

into the port-channel as described in the next two 

sections.  

 

This example shows how to create the logical port channel 5 

and assign 172.10.20.10 as its IP address: 

 
Switch# configure terminal  

Switch(config)# interface port-channel 5 

Switch(config-if)# no switchport 

Switch(config-if)# ip address 172.10.20.10 255.255.255.0 

Switch(config-if)# end  

 

 

This example shows how to configure an EtherChannel. It 

assigns two ports to channel 5 with the LACP mode active: 

 
Switch# configure terminal  

Switch(config)# interface range gigabitethernet0/1 -2  

Switch(config-if-range)# no ip address  

Switch(config-if-range)# no switchport 

Switch(config-if-range)# channel-group 5 mode active 

Switch(config-if-range)# end 

 

 

Load Balancing and Forwarding Methods  

EtherChannel balances the traffic load across the links in 

a channel by reducing part of the binary pattern formed 

from the addresses in the frame to a numerical value that 

selects one of the links in the channel. EtherChannel load 

balancing can use MAC addresses or IP addresses, source or 

destination addresses, or both source and destination 
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addresses. The selected mode applies to all EtherChannels 

configured on the switch. You configure the load balancing 

and forwarding method by using the port-channel load-

balance global configuration command. 

 
port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-

dst-mac | src-ip | src-mac}  

 

The default is src-mac. 

 

Select one of these load-distribution methods: 

 

• dst-ip — Load distribution is based on the 

destination-host IP address.  

• dst-mac — Load distribution is based on the 

destination-host MAC address of the incoming packet.  

• src-dst-ip — Load distribution is based on the source-

and-destination host-IP address.  

• src-dst-mac — Load distribution is based on the 

source-and-destination host-MAC address.  

• src-ip — Load distribution is based on the source-host 

IP address.  

• src-mac — Load distribution is based on the source-MAC 

address of the incoming packet.  

 

 

Implement Ethernet Technologies 

 

Speed and Duplex 

Ethernet interfaces operate at 10, 100, or 1000 Mb/s, or 

10,000 Mb/s and in either full- or half-duplex mode. In 

full-duplex mode, two stations can send and receive traffic 

at the same time. Normally, 10-Mb/s ports operate in half-

duplex mode, which means that stations can either receive 

or send traffic. 
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Speed/Duplex Negotiation detects the speed (for example, 

10MBps, 100Mbps) and dupex (half-duplex or full-duplex) 

settings of the device on the other end of the wire and 

subsequently adjust to match those settings.  During 

speed/duplex negotiation the device transmits its own 

abilities to the peer device so that the peer can use the 

appropriate settings. 

 

Fast Ethernet (10/100-Mb/s) ports support all speed and 

duplex options. Gigabit Ethernet (10/100/1000-Mb/s) ports 

support all speed options and all duplex options (auto, 

half, and full). However, Gigabit Ethernet ports operating 

at 1000 Mb/s do not support half-duplex mode. 

 

The interface commands speed and duplex are used to 

configure the speed and duplex settings. 

 

 

Ethernet, Fast Ethernet, and Gigabit Ethernet 

Ethernet 

 

The term Ethernet refers to the family of local-area 

network (LAN) products covered by the IEEE 802.3 standard 

that defines what is commonly known as the CSMA/CD 

protocol.  Four data rates are currently defined for 

operation over optical fiber and twisted-pair cables: 

 

• 10 Mpbs – 10Base-T Ethernet 

• 100 Mbps – Fast Ethernet 

• 1000 Mbps and 10,000Mbps – Gigabit Ethernet 

 

Carrier Sense Multiple Access with Collision Detection 

(CSMA/CD) is the LAN access method used in Ethernet. When a 

device wants to gain access to the network, it checks to 
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see if the network is free.  If the network is not free, 

the device waits a random amount of time before retrying. 

If the network is free and two devices access the line at 

exactly the same time, their signals collide.  When a 

collision is detected, they both back off and wait a random 

amount of time before retrying. 

 

 

Fast Ethernet 

 

Fast Ethernet offers a speed increase ten times that of the 

10BaseT Ethernet specification, while preserving such 

qualities as frame format, MAC mechanisms, and MTU. Such 

similarities allow the use of existing 10BaseT applications 

and network management tools on Fast Ethernet networks. 

 

 

Gigabit Ethernet 

 

Gigabit Ethernet is a standard described under IEEE 802.3z, 

defined in 1998.  The IEEE 802.3ab standard described the 

1000Base-T standard in 1999. Both describe Gigabit speed 

implementations, the difference being that the 802.3z uses 

fiber and 802.3ab uses copper (Category 5e/6). 

 

 

PPP over Ethernet (PPPoE) 

PPPoE combines two widely accepted standards, Ethernet and 

PPP, in order to provide an authenticated method that 

assigns IP Addresses to client systems. PPPoE clients are 

typically personal computers connected to an ISP over a 

remote broadband connection, such as DSL or cable service. 

ISPs deploy PPPoE because it is easier for customers to use 

and it uses their existing remote access infrastructure in 

order to support high-speed broadband access. 

 


