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Introduction - YOUR JOURNEY IS JUST BEGINNING! 

By Brad Ellis 

I got my first CCIE certification back in April of 2000.  That was quite an exciting 
time!  There were no lab boot camps, no training classes, and there was VERY 
little training material available to use for practice (except, of course, 
www.ccbootcamp.com).  Since then, I’ve spent many hours answering e-mails, 
phone calls, and posts on message forums in an attempt to help other CCIE 
candidates find their shortest path to becoming a CCIE.  The CCIE process is two 
fold, the written exam which qualifies you for your lab exam attempt, and the 
actual lab exam itself.  Both of these steps need to be broken down into smaller 
steps and appropriately attacked.  The first big step, the written exam, is all 
theory.  Meaning you need to understand the meat and bones behind the Cisco 
networking technologies that are going to be presented to you in this book.  
Having a good understanding of these technologies will enable you to properly 
prepare for the second big (or shall we say, HUGE) step, the lab exam. 

When I prepared for my written exam, I was forced to use many books and try 
to ascertain what was applicable to the exam, and what wasn’t.  I probably over 
studied by a couple weeks for the exam, but I’m sure it paid off when I prepared 
for my lab exam!  My goal, in authoring this book, was to collect ALL of the 
relevant information and put it together in a one-stop-shop book.  While this 
book is enough for you to pass the written exam, it is certainly not enough for 
you to use to pass the lab exam.  There are many other books available for the 
lab exam which goes into much greater detail on the subjects covered in this 
book.  We’ll save the lab exam preparation for another time (and my next 
book!). 

Why are there wireless questions on the written exam while wireless is not 
present in the lab exam?  Could this be a hint of things to come?  Only time will 
tell! 

One of the biggest reasons why folks tend to start studying for the CCIE exams 
and never actually accomplish their goal is due to (1) time and (2) focus.  Set 
your goals appropriately, try to finish reading this book within four to six weeks, 
and plan on taking your written exam after that.  Then, schedule your lab exam 
for six to nine months out, and start studying for that.  Put aside plenty of time 
to tackle the written and lab exams.  Set the proper expectations with your 
family members.  Let’s get this first step out of the way together, and then you 
can focus on overcoming the lab exam! 

Good luck on the first step of your networking journey! 
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Chapter 1 

General Networking Theory 

General Routing Concepts 

Distance-Vector Routing Protocols 

DV protocols periodically pass full copies of their routing tables to all of their 
immediate neighbors. Each recipient then increments the values, updates its 
routing table, and forwards that out through all of its interfaces to its 
neighboring routers.  These routing protocols understand the direction and 
distance to any network connection on the internetwork.  These updates are sent 
at specific increments, usually every 30 to 90 seconds, and contain the entire 
routing table.  

Once this information has made the rounds, each router will have built a routing 
table with information about the "distances" to networked resources.  It does not 
learn anything specific about other routers, or the network's actual topology.  
Because the “distance” usually depends on the number of “hops” to a 
destination, network distances and costs are rough estimates that do not relate 
directly to either physical distances or speed of the intermediate links.   

The primary benefit of DV protocols is that they are easy to configure and 
maintain. For this reason they are quite common in small networks that have 
few redundant paths, and no stringent network performance requirements. The 
most common DV routing protocol is Routing Information Protocol (RIP), which 
uses a single distance metric (hops) to determine the best next path to take for 
any given packet. Cisco’s proprietary Interior Gateway Routing Protocol (IGRP) 
would be another example of a DV routing protocol. 

In any internetwork with redundant routes, using a dynamic routing protocol is 
better than using static routes, because the routing protocol will have the 
flexibility to automatically detect and correct failures in the network.  

The problems associated with DV protocols include slow convergence, routing 
loops, counting to infinity, and excessive bandwidth utilization. 

RIP version 1 and RIP version 2 are examples of distance-vector routing 
protocols. 

A distance-vector routing protocol uses the Bellman-Ford algorithm to calculate 
paths. Examples of distance-vector routing protocols include RIPv1 or 2 and 
IGRP. EGP and BGP are not pure distance-vector routing protocols but their 
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concepts are the same. In many cases, EGP and BGP are considered DV 
(distance-vector) routing protocols. A distance-vector routing protocol requires 
that a router informs its neighbors of topology changes periodically and, in some 
cases, when a change is detected in the topology of a network. Compared to 
link-state protocols, which requires a router to inform all the nodes in a network 
of topology changes, distance-vector routing protocols have less computational 
complexity and message overhead. 

Comparison of routing algorithms 

Distance-vector routing protocols are simple and efficient in small networks, and 
require little, if any management. However, naïve distance-vector algorithms do 
not scale well (due to the count-to-infinity problem), and have poor convergence 
properties, which has led to the development of more complex but more scalable 
algorithms, such as link-state routing protocols and loop-free distance-vector 
protocols, for use in large networks. 

The primary advantage of link-state routing is that it reacts more quickly, and in 
a bounded amount of time, to connectivity changes. Also, the link-state packets 
that are sent over the network are smaller than the packets used in distance-
vector routing. Distance-vector routing requires a node's entire routing table to 
be transmitted, while in link-state routing only information about the node's 
immediate neighbors are transmitted. Therefore, these packets are small enough 
that they do not use network resources to any significant degree. The primary 
disadvantage of link-state routing is that it requires more storage and more 
computing to run than distance-vector routing. 

Link-State Routing Protocols 

Link-State Routing Protocols develop and maintain a full knowledge of the 
network's routers as well as how they connect to one another. This information 
is gathered through the exchange of link-state advertisements (LSAs) between 
routers. The LSAs are used to develop a topological database, which the shortest 
path algorithm then uses to compute reachability to networked destinations. This 
process allows quick discovery of changes in the network topology, either 
because of a component failure, or as a result of changes by the network 
engineer. 

One of the biggest advantages to Link-State protocols is that they avoid the 
problem of wasted bandwidth that comes from DV routing protocols sending out 
their full routing tables several times a minute. On a properly configured 
network, this will leave more bandwidth available for passing user traffic. 

Other advantages to Link-State routing protocols include: 

• Faster convergence 
• Greater scalability, allowing bigger, more robust networks 
• Changes in topology can be sent out immediately, so convergence can be 

quicker 
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• They take bandwidth into account when determining routes 

The concerns with Link-State protocols include: 

• During the initial discovery process, link-state routing protocols can flood the 
network, decreasing the network's capability to transport data.  

• Link-state routing is both memory and processor intensive.  

OSPF and ISIS are examples of Link State protocols. The link-state protocol is 
performed by every switching node in the network (i.e. nodes which are 
prepared to forward packets; in the Internet, these are called routers). The basic 
concept of link-state routing is that every node receives a map showing 
connectivity of the network, in the form of a graph showing which nodes are 
connected to which other nodes. 

 Each node then independently calculates the best next hop from it for every 
possible destination in the network. (It does this using only its local copy of the 
map, and without communicating in any other way with any other node.) The 
collection of best next hops forms the routing table for the node. This contrasts 
with distance-vector routing protocols, which work by having each node share its 
routing table with its neighbors. In a link-state protocol, the only information 
passed between the nodes is information used to construct the connectivity 
maps. 

For a link-state routing protocol: 

• Each router transmits routing information to all nodes in the flooding 
domain 

• Each router knows of all other routers in the flooding domain 
• Each router builds an individual picture of the flooding domain 
• Distance-vector routing protocols 

 

Hybrid Routing Protocols 

A more recent development is that of loop-free distance-vector protocols, e.g. 
EIGRP. Such protocols are as robust and manageable as distance-vector 
protocols, while avoiding counting to infinity and hence having good worst-case 
convergence times. 

Hybrid Routing Protocols take into account basic distance-vector metrics, but 
also incorporate other more accurate metrics in their calculations. They converge 
more rapidly than distance-vector protocols, while avoiding the processing 
overhead associated with link-state updates. Also, they are event driven rather 
than using a timer to decide when to send updates; this conserves bandwidth for 
the transmission of user data. 

Cisco’s proprietary Enhanced Interior Gateway Routing Protocol (EIGRP) is the 
most common hybrid routing protocol.  It was designed to combine the best 
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aspects of distance-vector and link-state routing protocols without incurring any 
of the performance limitations specific to either.  Remember that one of the 
major limitations to EIGRP is that it only runs on Cisco equipment. 

Routing Protocol Concepts 

Convergence—The process of bringing the routing tables on all the routers in 
the network to a consistent state.  Different routing protocols will converge at 
different rates depending on their design.  Link State protocols will usually 
converge faster than Distance Vector protocols. Convergence time is how long it 
takes for all the routers in a given system to share information.  

Load Balancing—Allows the transmission of packets to a specific destination 
over two or more paths. This can depend on equal or unequal cost; and can be 
configured per packet or per destination. Quite often it takes some thought and 
manual configuration to achieve the desired result.  

Static Routing—The information in a router’s route table can be built manually 
through static route entries, or dynamically through a routing protocol. Static 
routes can point to a specific host, a network, a subnet, or a super-net. You can 
also have floating static routes; routes that have an Administrative Distance 
(AD) set higher than the in-use dynamic routing protocol. If the route learned 
through the dynamic routing protocol is lost, then the floating static route will 
come into play.  This provides a pre-configured automatic fallback route. 

IOS command to add a static route - ip route 192.168.10.0 255.255.255.0 
192.168.1.1 

With a floating static route - ip route 192.168.10.0 255.255.255.0 
192.168.1.1 105 * 

*The last argument of "105" on the ip route command is the 
administrative distance assigned to the route. 

Metrics—All routing protocols use metrics to calculate the best path. Some 
protocols use simple metrics, such as RIP which uses hop count. Others, such as 
EIGRP, use more meaningful information. Other metrics that you may encounter 
include load, delay, reliability and cost. Sometimes system administrators will 
manually configure the metrics on a router to control the routing behavior of 
their network. 

Route Flapping—The frequent changing of preferred routes as an interface or 
router goes into and out of operation (error condition). This process can create 
problems in a network, especially in complex OSPF networks, as this information 
will cause the routers to constantly recalculate their OSPF database and flood the 
network with LSAs. 

Autonomous Systems (ASs)—A group of routers sharing a single routing 
policy, which run under a single technical administration, and commonly with a 
single Interior Gateway Protocol (IGP). Each AS has a unique identifying number 
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between 1 and 65,535 (64,512 through 65,535 are set aside for private use) 
usually assigned by an outside authority. Passing routing information between 
ASs is performed through an exterior gateway protocol, such as BGP. 

Route Tagging—provides the capability to have flexible policy controls by 
creating a 32-bit tag value specific to the local routing domain to advertise to 
external routes. This is particularly useful in transit ASs, where the IGP interacts 
with BGP.   

Periodic Updates—Routing protocols that use this technique send their routing 
updates at a consistent update interval, typically anywhere from 10 to 90 
seconds. If the link speed is slow, or if the link is DDR, this process can present 
problems in some networks. If the update interval is too high, then the 
convergence speed of the network may suffer. 

Passive-Interface—Prevents interfaces from sending routing updates.  They 
will, however, continue to listen for updates.  This command is applied in the 
router configuration, and specifies a physical interface.  

Routing Loops  

Routing loops occur when the routing tables of some or all of the routers in a 
given domain route a packet back and forth without ever reaching its final 
destination. Routing loops often occur during route redistribution, especially in 
networks with multiple redistribution points.   

There are several commonly used methods for preventing routing loops, 
including: 

• Holddowns—Routes are held for a specified period of time to prevent 
updates advertising networks that are possibly down.  The period of time 
varies between routing protocols, and is configurable.  Holddown timers 
should be set very carefully—if they are too short, they are ineffective; too 
long and convergence will be delayed. 

• Triggered updates—Also known as flash updates, are sent immediately 
when a router detects that a metric has changed or a network is no longer 
available.  This helps speed convergence.  Instead of waiting for a certain 
time interval to elapse to update the routing tables, the new information is 
sent as soon as it is learned.  

• Split horizon—If a router has received a route advertisement from another 
router, it will not re-advertise it back out the interface from which it was 
learned.   

• Poison reverse—After once learning of a route through an interface, 
advertise it as unreachable back through that same interface.   

Route Summarization 

Route summarization condenses routing information by consolidating like routes, 
and collapsing multiple subnet routes into a single network route.   
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Where summarization is not applied, each router in a network must retain a 
route to every subnet in the network.  This means as the network grows, the 
routing table becomes larger and larger. Routers that have had their routes 
summarized can reduce some sets of routes to a single advertisement, which 
reduces the load on the router and simplifies the network design. 

For instance, let’s consider a router that has several interfaces that have the 
following addresses: 

• Interface s0 - 172.16.215.0/24 
• Interface s1 - 172.16.126.0/24 
• Interface s2 - 172.16.227.0/24 
• Interface s3 - 172.16.218.0/24 
• Interface s4 - 172.16.219.0/24 
• Interface s5 - 172.16.129.0/24 
• Interface s6 - 172.16.119.0/24 
• Interface s7 - 172.16.117.0/24 

Provided this address sequence was not used elsewhere on the network, an 
upstream neighbor could summarize these addresses as 172.16.0.0/16 and have 
only a single route in its table. 

For another example, consider that you had a router with interfaces configured 
as follows: 

• Interface s0 - 172.108.168.0/24 
• Interface s1 - 172.108.169.0/24 
• Interface s2 - 172.108.170.0/24 
• Interface s3 - 172.108.171.0/24 
• Interface s4 - 172.108.172.0/24 
• Interface s5 - 172.108.173.0/24 

The entire range of subnets could be summarized, as 172.108.168.0/21 and an 
upstream neighbor would only have to maintain a single route in its table. 

Let’s take one more example, but this time review the actual bits involved: 

a. 172.16.25.0/24 
b. 172.16.26.0/24 
c. 172.16.27.0/24 
d. 172.16.28.0/24 
e. 172.16.29.0/24 
f. 172.16.30.0/24 

First let’s translate the decimal values of the IP addresses to binary: 
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a. 10101100.00010000.00011001.00000000 
b. 10101100.00010000.00011010.00000000 
c. 10101100.00010000.00011011.00000000 
d. 10101100.00010000.00011100.00000000 
e. 10101100.00010000.00011101.00000000 
f. 10101100.00010000.00011110.00000000 

Now let’s compare and determine the least significant digit where the numbers 
remain identical: 

a. 10101100.00010000.00011 001.00000000 
b. 10101100.00010000.00011     010.00000000 
c. 10101100.00010000.00011  011.00000000 
d. 10101100.00010000.00011  100.00000000 
e. 10101100.00010000.00011  101.00000000 
f. 10101100.00010000.00011  110.00000000 

You have just discovered the summary address and subnet: 172.16.24.0/21 

Some important reasons to take advantage of summarization: 

• The larger the routing table, the more memory is required because every 
entry takes up some of the available memory.   

• The routing decision process may take longer to complete as the number of 
entries in the table are increased.  

• An added benefit of reducing the IP routing table size is that it requires less 
bandwidth and time to advertise the network to remote locations, thereby 
increasing network performance. 

For large networks, the reduction in route propagation and routing information 
overhead can be significant. Route summarization is of minor concern in 
production networks until their size gets considerable. However, if 
summarization has not been taken into account during the initial design phase, it 
is very difficult to implement later. 

Some routing protocols, such as EIGRP, summarize automatically. Other routing 
protocols, such as OSPF, require manual configuration to support route 
summarization.   

A routing protocol can summarize on a bit boundary only if it supports variable-
length subnet masks (VLSMs).  

Remember that when redistributing routes from a routing protocol that supports 
VLSM (such as EIGRP or OSPF) into a routing protocol that does not (such as 
RIPv1 or IGRP) you might lose some routing information. 

Most specific network match is used first for a router running multiple protocols 
to learn how to reach a destination network/host. 




